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NAME

curl_easy_setopt — set options for a curl easy handle

SYNOPSIS

#include <curl/curl.h>

CURLcode curl_easy_setopt(CURL *handle, CURLoption option, parameter);

DESCRIPTION

curl_easy_setopt() is used to tell libcurl vhato behare. By using the appropriate options to
curl_easy_setoptyou can change libcud'behavior All options are set with theption followed by a
parameter That parameter can bdang, afunction pointer, an object pointer or acurl_off_t, depending

on what the specific option expects. Read this manual carefully as bad input values may cause libcurl to
behae badly! You can only set one option in each function call. A typical application useg man
curl_easy_setopt() calls in the setup phase.

Options set with this function call are valid for all forthcoming transfers performed usirtatidee The
options are not in gnway reset between transfers, so if you want subsequent transfers vatiendif
options, you must change them between the transfetscah optionally reset all options back to internal
default withcurl_easy_reset(3)

Strings passed to libcurl as 'char *gaments, are copied by the library; thus the string storage associated
to the pointer argument may beeowritten after curl_easy_setopt() returns. Exceptions to this rule are
described in the option details belo

Before version 7.17.0, strings were not copied. Instead the asdiovced keep thenvailable until libcurl
no longer needed them.

Thehandleis the return code fromaurl_easy_init(3)or curl_easy_duphandle(gll.

BEHAVIOR OPTIONS

CURLOPT_VERBOSE
Set the parameter to 1 to get the library to display a lot of verbose information about its operations.
Very useful for libcurl and/or protocol debugging and understanding. The verbose information will
be sent to stderor the stream set wittURLOPT_STDERR

You hardly ever want this set in production use, you will almosials want this when you
debug/report problems. Another neat option for debugging StHRLOPT_DEBUGFUNCTION

CURLOPT_HEADER
A parameter set to 1 tells the library to include the header in the body output. This is aalyt rele
for protocols that actually ka headers preceding the data ¢liTTP).

CURLOPT_NOPROGRESS
Pass a long. If set to 1, it tells the library to shuttbe progress meter completelywill also pre-
vent theCURLOPT_PROGRESSFUNCTIGm getting called.

Future versions of libcurl are likely to notieaany liilt-in progress meter at all.

CURLOPT_NOSIGNAL
Pass a long. If it is 1, libcurl will not use wrfiunctions that install signal handlers oy danctions
that cause signals to be sent to the process. This option is mainly herestmaltiethreaded unix
applications to still set/use all timeout options etc, without risking getting signals. (Added in 7.10)

If this option is set and libcurl has been built with the standard name eggwheouts will not
occur while the name res@vakes place. Consider building libcurl with c-ares support to enable
asynchronous DNS lookups, which enables nice timeouts for name resolves without signals.
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SettingCURLOPT_NOSIGNAto 1 makes libcurl ND ask the system to ignore SIGPIPE signals,
which otherwise are sent by the system when trying to send data toet \wbath is closed in the
other end. libcurl makes an effort toveecause such SIGPIPEs to trigglut some operating sys-
tems hae o way to aoid them and een on those that hae there are some corner cases when
they may still happen, contrary to our desire. In addition, u§tdRLAUTH_NTLM_WHRwuthenti-
cation could cause a SIGCHLD signal to be raised.

CURLOPT_WILDCARDMATCH
Set this option to 1 if you want to transfer multiple files according to a file name pattern. The pat-
tern can be specified as part of @®RLOPT_URLoption, using an fnmatch-kkpattern (Shell
Patern Matching) in the last part of URL (file name).

By default, libcurl uses its internal wildcard matching implementation. dan provide yourven
matching function by th€URLOPT_FNMATCH_FUNCTIOMNption.

This feature is only supported by the FTP download fer. no

A brief introduction of its syntax follows:

*- ASTERISK
ftp://example.com/some/pattikt (for all txt's from the root directory)

? - QUESTION MARK
Question mark matchesya(exactly one) character.

ftp://example.com/some/pafitioto?.jpeg

[- BRACKET EXPRESSION
The left bracket opens a bratlexpression. The question mark and asterisk ha ge-
cial meaning in a brackekpression. Each bracket expression ends by the rightdirack
and matches exactly one characBame examples follow:

[a-zA-Z0-9] or [f-gF-G] - character interval
[abc] - character enumeration
[fabc] or [labc] - negdion

[[: name]] class expression. Supported classesadmem,lower, space alpha, digit,
print , upper, blank, graph, xdigit.

[[-'] - special case — matches only '=’, T, ’[, 'V or ™. These characterssbap ge-
cial purpose.

N\ - escape syntax. Matches [, '] or '\
Using the rules ahe, a fle name pattern can be constructed:

ftp://fexample.com/some/pafhfz[:upper:]\\].jpeg
(This was added in 7.21.0)

CALLB ACK OPTIONS
CURLOPT_WRITEFUNCTION
Pass a pointer to a function that matches the ¥ahg prototype:size t function( char *ptr,
size_t size, size_t nmemb, void *userdatalhis function gets called by libcurl as soon as there
is data recerd that needs to bewal. The size of the data pointed tofy is sizemultiplied with
nmemb it will not be zero terminated. Return the number of bytes actualgntalire of. If that
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amount differs from the amount passed to your functioth sijnal an error to the libraryrhis
will abort the transfer and retu@URLE_WRITE_ERRQR

From 7.18.0, the function can return CURL_WRITEFUNBUBE which then will cause writing
to this connection to become paused. et easy pause(3pr further details.

This function may be called with zero bytes data if the transferred file is empty.

Set this option to NULL to get the internal delt function. The internal default function will
write the data to the FILE * gén with CURLOPT_WRITERBTA.

Set theuserdataargument with th€ URLOPT_WRITERTA option.

The callback function will be passed as much data as possible imakitsnbut you cannot possi-

bly malke any sssumptions. It may be one byte, it may be thousands. The maximum amount of
body data that can be passed to the write callback is defined in the curl.h header file:
CURL_MAX_WRITE_SIZE (the usual default is 16K). If you vmever have CUR-
LOPT_HEADERSset, which sends header data to the write callback, you can get up to
CURL_MAX_HTTP_HEADERytes of header data passed into it. This usually means 100K.

CURLOPT_WRITEDATA

Data pointer to pass to the file write function. If you use GRéERLOPT_WRITEFUNCTION
option, this is the pointer you'll get as input. If you darse a callback, you must pass a 'FILE *'
as libcurl will pass this to fwrite() when writing data.

The internal CURLOPT_WRITEFUNCTIONvill write the data to the FILE * gen with this
option, or to stdout if this option hasibeen set.

If you're using libcurl as a win32 DLL, yoMUST use theCURLOPT_WRITEFUNCTIOMN you
set this option or you will experience crashes.

This option is also known with the older naB&)RLOPT_FILE the nameCURLOPT_WRITE-
DATAwas introduced in 7.9.7.

CURLOPT_READFUNCTION
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Pass a pointer to a function that matches the following prototgje: t function( wid *ptr,

size_t size, size_t nmemb, void *userdatalhis function gets called by libcurl as soon as it
needs to read data in order to send it to the peerdata area pointed at by the poimptermay be

filled with at mostsize multiplied with nmembnumber of bytes. Your function must return the
actual number of bytes that you stored in that memory area. Returning 0 will signal end-of-file to
the library and cause it to stop the current transfer.

If you stop the current transfer by returning 0 "pre-maturely” (i.e before the server expected it, lik
when youve sid you will upload N bytes and you upload less than N bytes), you xpayience
that the server "hangs" waiting for the rest of the data that wome.

The read callback may retu@JRL_READFUNC_ABORID stop the current operation immedi-
ately resulting in aCURLE_ABORTED_BY_CALIA8K error code from the transfer (Added in
7.12.1)

From 7.18.0, the function can return CURL_READFUNBUBE which then will cause reading
from this connection to become paused. Gek easy pause(3pr further details.

Bugs when doing TFTP uploads, you must return tkace amount of data that the callback
wants, or it will be considered the final packet by the server end and the transfer will end there.
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If you set this callback pointer to NULL, or dosét it at all, the default internal read function will
be used. It is doing an fread() on the FILE * userdata setGHRLOPT_READBTA.

CURLOPT_READIATA
Data pointer to pass to the file read function. If you us€theLOPT_READFUNCTIOMNption,
this is the pointer yoll'get as input. If you dom’specify a read callback but instead rely on the
default internal read function, this data must be a valid readable FILE *.

If you're using libcurl as a win32 DLL, you MUST us€€C&RLOPT_READFUNCTIONM you set
this option.

This option vas also known by the older nal@&JRLOPT_INFILE the nameCURLOPT_READ-
DATAwas introduced in 7.9.7.

CURLOPT_IOCTLFUNCTION
Pass a pointer to a function that matches the following prototgpdioerr function(CURL
*handle, int cmd, void *clientp);. This function gets called by libcurl when something special
I/O-related needs to be done that the library tedo’by itself. For nav, rewinding the read data
stream is the only action it can request. Thveinding of the read data stream may be necessary
when doing a HTTP PUT or POST with a multi-pass authentication me{i@ution added in
7.12.3).

UseCURLOPT_SEEKFUNCTIOMstead to provide seeking!

CURLOPT_IOCTLDATA
Pass a pointer that will be untouched by libcurl and passed as the 3rd argument in the ioctl call-
back set wittCURLOPT_IOCTLFUNCTION(Option added in 7.12.3)

CURLOPT_SEEKFUNCTION
Pass a pointer to a function that matches the following prototiypdunction(void *instr eam,
curl_off_t offset, int origin); This function gets called by libcurl to seek to a certain position in
the input stream and can be used to fast forward a file in a resumed upload (instead of reading all
uploaded bytes with the normal read function/callback). It is also calledviodra stream when
doing a HTTP PUT or POST with a multi-pass authentication method. The function shiall w
like "fseek" or "Iseek" and accepted SEEK_SBEEK CUR and SEEK_END as argument for
origin, although (in 7.18.0) libcurl only passes SEEK SHTe callback must return O
(CURL_SEEKFUNC_OK) on success, 1 (CURL_SEEKFUNC_FAIL) to cause the upload opera-
tion to fail or 2 (CURL_SEEKFUNC_CANTSEEK) to indicate that while the seek failed, libcurl
is free to vork around the problem if possible. The latter can sometimes be done by instead read-
ing from the input or similar.

If you forward the input arguments directly to "fseek" or "Iseek”, note that the data typiésédr
is not the same as defined for curl_off _t on yngystems! (Option added in 7.18.0)

CURLOPT_SEEKIATA
Data pointer to pass to the file seek function. If you us€RLOPT_SEEKFUNCTIONption,
this is the pointer you'll get as input. If you dbmgpecify a seek callback, NULL is passed.
(Option added in 7.18.0)

CURLOPT_SOCKOPTFUNCTION
Pass a pointer to a function that matches the following prototypefunction(void *clientp,
curl_socket_t curlfd, curlsocktype purpose); This function gets called by libcurl after the
soclet() call lut before the connect() call. The callbacgurposeargument identifies thexact
purpose for this particular socket:

CURLSOCKTYPE_IPCXNor actvely created connections or since 7.28@QJRLSOCK-

TYPE_ACCEPTor FTP when the connection was setup with FERSV (in earlier grsions
these sockets werdnpassed to this callback).
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Future versions of libcurl may support more purposes. It passeswiheaneated socket descrip-
tor so additional setsookt() calls can be done at the useaidscretion. Returr® (zero) from the
callback on success. Return 1 from the callback function to signal an weredte error to the
library and it will close the socket and ret @ RLE_COULDNT_CONNECT(Option added in
7.16.0)

Added in 7.21.5, the callback function may ret@dRL_SOCKOPT_ALREADY_CONNECTED
which tells libcurl that the soek is in fact already connected and then libcurl will not attempt to
connect it.

CURLOPT_SOCKOPTBTA
Pass a pointer that will be untouched by libcurl and passed as the dgushemt in the sodpt
callback set wittCURLOPT_SOCKOPTFUNCTIONOption added in 7.16.0)

CURLOPT_OPENSOCKETFUNCTION
Pass a pointer to a function that matches the following prototgpe: socket_t function(void
*clientp, curlsocktype purpose, struct curl_sockaddr *addess); This function gets called by
libcurl instead of thesodet(2) call. The callbacls purposeargument identifies thexact purpose
for this particular soat: CURLSOCKTYPE_IPCXI¢ for IP based connections. Futurrsions
of libcurl may support more purposes. It passes the resolved peer addradsi@ssrgument so
the callback can modify the address or refuse to connect at all. The callback function should return
the socket oCURL_SOCKET_BADN case no connection could be established or another error
was detected. Ag additional setsokopt(2) calls can be done on the socket at the siskstretion.
CURL_SOCKET_BADeturn value from the callback function will signal an unwecable error
to the library and it will retunCURLE_COULDNT_CONNECTThis return code can be used for
IP address blacklisting. The default behavior is:

return socket(addr->familyddr->socktype, addr->protocol);

(Option added in 7.17.1.)

CURLOPT_OPENSOCKETEATA
Pass a pointer that will be untouched by libcurl and passed as the dusteamt in the opensoek
callback set witltCURLOPT_OPENSOCKETFUNCTIONOption added in 7.17.1.)

CURLOPT_CLOSESOCKETFUNCTION
Pass a pointer to a function that matches the following prototypefunction(void *clientp,
curl_socket_t item);. This function gets called by libcurl instead of ttiese(3)or closesoket(3)
call when sockts are closed (not for yther file descriptors). This is pretty much theerse to
the CURLOPT_OPENSOCKETFUNCTIO#ption. Return O to signal success and 1 if theas w
an error (Option added in 7.21.7)

CURLOPT_CLOSESOCKETATA
Pass a pointer that will be untouched by libcurl and passed as thediustemt in the closesoek
callback set witltCURLOPT_CLOSESOCKETFUNCTIONDption added in 7.21.7)

CURLOPT_PROGRESSFUNCTION
Pass a pointer to a function that matches the following prototyppé&inction(void *clientp, dou-
ble ditotal, double dinaw, double ultotal, double ulnow); . This function gets called by libcurl
instead of its internal eqalent with a frequent interval during operation (roughly once per sec-
ond or sooner) no matter if data is being transferred or doknown/unused argumentalues
passed to the callback will be set to zerog(likyou only davnload data, the upload size will
remain 0). Returning a non-zeralwe from this callback will cause libcurl to abort the transfer
and returrCURLE_ABORTED_BY_CALKEK.

If you transfer data with the multi interface, this function will not be called during periods of idle-
ness unless you call the appropriate libcurl function that performs transfers.

CURLOPT_NOPROGRES#ust be set to 0 to maltis function actually get called.
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CURLOPT_PROGRESSATA

Pass a pointer that will be untouched by libcurl and passed as the diushemt in the progress
callback set wittCURLOPT_PROGRESSFUNCTION

CURLOPT_HEADERFUNCTION

Pass a pointer to a function that matches the following prototgje: t function( void *ptr,

size_t size, size_t nmemb, void *userdata)This function gets called by libcurl as soon as it has
receved header data. The header callback will be called once for each header and only complete
header lines are passed on to the callback. Parsing headerg &asy using this. The size of the

data pointed to bptr is sizemultiplied with nmemb Do not assume that the header line is zero
terminated! The pointer namerderdatais the one you set with tteURLOPT_WRITEHEADER
option. The callback function must return the number of bytes actuaky tesre of. If that
amount differs from the amount passed to your functioth sijnal an error to the libraryrhis

will abort the transfer and retu@URL_WRITE_ERRQR

A complete HTTP header that is passed to this function can be up to
CURL_MAX_HTTP_HEADERLOOK) bytes.

If this option is not set, or if it is set to NULL,ub CURLOPT_HEADERBTA (CUR-
LOPT_WRITEHEADERIs st to anything but NULL, the function used to accept response data
will be used instead. That is, it will be the function specified @itHRLOPT_WRITEFUNCTION

or if it is not specified or NULL - the default, stream-writing function.

It's important to note that the callback will beroked for the headers of all responses reski

after initiating a request and not just the final response. This includes all responses which occur
during authentication negotiation. If you need to operate on only the headers from the final
response, you will need to collect headers in the callback yourself and use HTTP status lines, for
example, to delimit response boundaries.

When a server sends a chunked encoded traitsfeay contain a trailefThat trailer is identical to

a HTTP header and if such a trailer is reediit is passed to the application using this callback as
well. There are seral ways to detect it being a trailer and not an ordinary header: 1) it comes
after the response-body) it comes after the final header line (CR LF) 3)rail€r: header among

the regular response-headers mention what header(s) to expect in the trailer.

For non-HTTP protocols lik FTP, POP3, IMAP and SMTP this function will get called with the
server responses to the commands that libcurl sends.

CURLOPT_WRITEHEADER

(This option is also known &3URLOPT_HEADERD ATA) Pass a pointer to be used to write the
header part of the reeed data to. If you dort’ use CURLOPT_WRITEFUNCTIONr CUR-
LOPT_HEADERFUNCTIOND tale care of the writing, this must be alid FILE * as the internal
default will then be a plain fwrite(). See also tB&JRLOPT_HEADERFUNCTIONption abee

on hav to st a custom get-all-headers callback.

CURLOPT_DEBUGFUNCTION

libcurl 7.20.0

Pass a pointer to a function that matches the following prototygecurl_debug_callback
(CURL *, curl_infotype, char *, size_t, void *); CURLOPT_DEBUGFUNCTIONeplaces the
standard debug function used whéRLOPT_VERBOSEHS in effect. This callback reaass
delug information, as specified with tleairl_infotype argument. This function must return O.
The data pointed to by the char * passed to this function WILI H®zro terminated, but will
be exactly of the size as told by the size_t argument.

Available curl_infotype values:
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CURLINFO_TEXT
The data is informational text.

CURLINFO_HEADER_IN
The data is header (or header-like) data veddrom the peer.

CURLINFO_HEADER_OUT
The data is header (or header-like) data sent to the peer.

CURLINFO_DATA_IN
The data is protocol data reead from the peer.

CURLINFO_DATA_OUT
The data is protocol data sent to the peer.

CURLOPT_DEBUGIATA
Pass a pointer to whater you want passed in to yo@QURLOPT_DEBUGFUNCTION the last
void * argument. This pointer is not used by libcurl, it is only passed to the callback.

CURLOPT_SSL_CTX_FUNCTION
This option does only function for libcurl powered by OpenSSL. If libcurl was budinag
another SSL librarythis functionality is absent.

Pass a pointer to a function that matches the Wahg prototype:CURLcode sslctxfun(CURL

*curl, void *sslctx, void *parm); This function gets called by libcurl just before the initialization

of a SSL connection after having processed all other SSL related options okt chance to an
application to modify the behaviour of openssl initialization. Thesslctxparameter is actually

a pointer to an opens$SL_CTXIf an aror is returned no attempt to establish a connection is
made and the perform operation will return the error code from this callback function. Set the
parm amgument with theCURLOPT_SSL_CTX AJA option. This option was introduced in
7.11.0.

This function will get called on all meconnections made to a servduring the SSL ngotiation.
The SSL_CTX pointer will be a meone every time.

To uwse this properlya ron-trivial amount of knwledge of the openssl libraries is necessboy
example, using this function alls you to use openssl callbacks to add additional validation code
for certificates, andven to change the actual URI of a HTTPS requega(eple used in the lib509
test case). See also the example section for a replacement efjtberkficate and trust file set-
tings.

CURLOPT_SSL_CTX_BTA
Data pointer to pass to the ssl comteallback set by the optioBURLOPT_SSL_CTX_FUNC-
TION, this is the pointer you'll get as third paramettherwiseNULL . (Added in 7.11.0)

CURLOPT_CONV_TO_NETWORK_FUNCTION
CURLOPT_CONV_FROM_NETWORK_FUNCTION

CURLOPT_CONV_FROM_UTF8_FUNCTION
Pass a pointer to a function that matches the Wilg prototype:CURLcode function(char *ptr,
size_t length);

These three options apply to non-ASCIl platforms onlyhey are aailable only if
CURL_DOES_CONVERSIONS was defined when libcurl ws built. When this is the case,
curl_version_info(3will return the CURL_VERSION_CONYV feature bit set.

The data to be ceerted is in a bffer pointed to by the ptr paramet&he amount of data to con-

vert is indicated by the length parametd@ihe cowerted data werlays the input data in theuffer
pointed to by the ptr paramete€URLE_OK should be returned upon successfulvemion. A
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CURLcode return alue defined by curl.h, such as CURLE_CONV_FAILED, should be returned
if an error was encountered.

CURLOPT_CONV_TO _NETWORK_FUNCTION and CURLOPT_CONV_FROM_ NET-
WORK_FUNCTION corvert between the host encoding and the oetwencoding. They are
used when commands or ASCII data are sentiredever the network.

CURLOPT_CONV_FROM_UTF8 FUNCTION is called to cowert from UTF8 into the host
encoding. lis required only for SSL processing.

If you set a callback pointer to NULL, or dosét it at all, the bilt-in libcurl iconv functions will
be used. If HAVE ICONV was not defined when libcurl wasltband no callback has been
established, carmersion will return the CURLE_CONV_REQD error code.

If HAVE_ICONYV is defined, CURL_ICONV_CODESET_OF_HOST must also be defifred.
example:

#define CURL_ICONV_CODESET_OF_HOST "IBM-1047"

The icorv code in libcurl will default the network and UTF8 codeset names as follows:
#define CURL_ICONV_CODESET_OF_NETWORK "ISO8859-1"

#define CURL_ICONV_CODESET_FOR_UTF8 "UTF-8"

You will need to werride these definitions if tiyeare different on your system.

CURLOPT_INTERLEAVEFUNCTION
Pass a pointer to a function that matches the following prototgje: t function( void *ptr,
size_t size, size_t nmemb, void *userdataJhis function gets called by libcurl as soon as it has
receved interleaved RTP data. This function gets called for each $ block and therefore contains
exactly one upper-layer protocol unit (e.g. one RTP pgclCurl writes the interlead header as
well as the included data for each call. The first bytevigyed an ASCII dollar sign. The dollar
sign is followed by a one byte channel identifier and then a 2 byte integer length in network byte
order See RFC2326 Section 10.1#dr more information on he RTP interleaving behes. If
unset or set to NULL, curl will use the default write function.

Interleared RTP poses some challenges for the client application. Since the stream data is sharing
the RTSP control connection, it is critical to service the RTP in a timely fashion. If the RTP data is
not handled quicklysubsequent response processing may become unreasonably delayed and the
connection may close. The application may G8HRRL_RTSPREQ_RECEI\E& service RTP data

when no requests are desired. If the applicationesiakrequest, (e.CURL_RTSPREQ ARISE

then the response handler will procesg pending R'P data before marking the request as fin-
ished. (Addedn 7.20.0)

CURLOPT_INTERLEAVEDATA
This is the userdata pointer that will be passe@€tiRLOPT_INTERLEAVEFUNCTIOMWhen
interleaved RTP data is receed. (Added in 7.20.0)

CURLOPT_CHUNK_BGN_FUNCTION
Pass a pointer to a function that matches the following prototigrey function (const wid
*transfer_inf o, void *ptr, int remains) This function gets called by libcurl before a part of the
stream is going to be transferred (if the transfer supports chunks).

This callback makes sense only when usingdt®@LOPT_WILDCARDMATCldption for nav.
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The taget of transfer_info parameter is a "feature depended" structure. For the FTP wildcard
download, the taget is curl_fileinfo structure (sesurl/curl.h). The parameter ptr is a pointer
given by CURLOPT_CHUNK_BTA. The parameter remains contains number of chunks remain-
ing per the transfelf the feature is notvailable, the parameter has zero value.

Return CURL_CHUNK BGN_FUNC_OK if everything is fine,
CURL_CHUNK_BGN_FUNC_SKIPif you want to skip the concrete chunk or
CURL_CHUNK_BGN_FUNC_FAlto tell libcurl to stop if some error occurre(This was added
in 7.21.0)

CURLOPT_CHUNK_END_FUNCTION
Pass a pointer to a function that matches the following prototgpe;: function(void *ptr) . This
function gets called by libcurl as soon as a part of the stream has been transferred (or skipped).

Return CURL_CHUNK _END_FUNC _OK if everything is fine or
CURL_CHUNK_END_FUNC_FAIL to tell the lib to stop if some error occurre(This was
added in 7.21.0)

CURLOPT_CHUNK_DATA
Pass a pointer that will be untouched by libcurl and passed as the quimemt to the
CURL_CHUNK_BGN_FUNTIONand CURL_CHUNK_END_FUNTION (This was added in
7.21.0)

CURLOPT_FNMATCH_FUNCTION
Pass a pointer to a function that matches the following prototypeunction(void *ptr, const
char *pattern, const char *string) prototype (seeurl/curl.h). It is used internally for the wild-
card matching feature.

Return CURL_FNMATCHFUNC_MATCHf pattern matches the stringURL_FNMATCH-
FUNC_NOMATCHif not or CURL_FNMATCHFUNC_FAILif an error occurred. (This as
added in 7.21.0)

CURLOPT_FNMATCH_DATA
Pass a pointer that will be untouched by libcurl and passed as the quimemt to the
CURL_FNMATCH_FUNCTIONThis was added in 7.21.0)

ERROR OPTIONS
CURLOPT_ERRORBUFFER

Pass a char * to auffer that the libcurl may store human readable error messages in. This may be
more helpful than just the return code framrl_easy performThe luffer must be at least
CURL_ERPROR_SIZE big. Although this gument is a 'char *, it does not describe an input
string. Thereforahe (probably undefined) contents of thefér is NOT copied by the library
You must keep the associated storagalable until libcurl no longer needs it. Failing to do so will
cause very odd behavior orea crashes. libcurl will need it until you callrl_easy_cleanup(3)r
you set the same option again to use a different pointer.

UseCURLOPT_VERBOSENdCURLOPT_DEBUGFUNCTIOND better debug/trace wterrors
happen.

If the library does not return an errdine uffer may not hee been touched. Do not rely on the
contents in those cases.

CURLOPT_STDERR
Pass a FILE * as parametefell libcurl to use this stream instead of stderr when showing the
progress meter and displayi@@RLOPT_VERBOSHata.
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CURLOPT_FAILONERROR

A parameter set to 1 tells the library tolfsilently if the HTTP code returned is equal to ogéar
than 400. The default action would be to return the page nornggityring that code.

This method is not fail-safe and there are occasions where non-successful response codes will slip
through, especially when authentication ilaed (response codes 401 and 407).

You might get some amounts of headers transferred before this situation is deteetetietika
"100-continue” is receed as a esponse to a POST/PUT and a 401 or 407 isvatenmediately
afterwards.

NETWORK OPTIONS
CURLOPT_URL

libcurl 7.20.0

Pass in a pointer to the actual URL to deal with. The parameter should be a char * to a zero termi-
nated string which must be URL-encoded in the following format:

scheme://host:port/path

For a geater explanation of the format please see RFC3986.

If the given URL lacks the scheme, or protocol, part ("http://* or “ftp://" etc), libcurl will attempt

to resohe which protocol to use based on thgegi host mame. If the protocol is not supported,
libcurl will return (CURLE_UNSUPPORTED_RR OCOL) when you callcurl_easy_perform(3)

or curl_multi_perform(3) Use curl_version_info(3)for detailed information on which protocols

are supported.

The host part of the URL contains the address of the server that you want to connect to. This can
be the fully qualified domain name of the sgrthe local network name of the machine on your
network or the IP address of the server or machine represented by either an IPv4 or IPv6 address.
For example:

http://www.example.com/

http://hostname/

http://192.168.0.1/

http://[2001:1890:1112:1::20})/

It is also possible to specify the user name and password as part of the host, for some protocols,
when connecting to servers that require authentication.

For example the following types of authentication support this:
http://user:password@www.example.com

ftp://user:password@ftp.example.com

pop3://user:password@mail.example.com

The port is optional and when not specified libcurl will use thewdeport based on the deter
mined or specified protocol: 80 for HT,;TA for FTP and 25 for SMTR¢tc. The following &am-

ples shav how to gecify the port:

http://www.example.com:8080/ - This will connect to a web server using port 8080 rather than 80.
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smtp://mail.example.com:587/ - This will connect to a SMTP server on the akermail port.

The path part of the URL is protocol specific and whilst some examplessamebgiow this list is
not conclusre:

HTTP

The path part of a HTTP request specifies the file to vetagd from what directonyif the direc-
tory is not specified then the web sty root directory is used. If the file is omitted then the
default document will be retnieed for either the directory specified or the root directdhe act
resource returned for each URL is entirely dependent on the sexwsfiguration.

http://www.example.com - This gets the main page from the web server.
http://www.example.com/index.html - This returns the main page by explicitly requesting it.

http://www.example.com/contactus/ - This returns the default document from the contactus direc-
tory.

FTP

The path part of an FTP request specifies the file tovetan from what directoryif the file part
is omitted then libcurl denloads the directory listing for the directory specified. If the directory is
omitted then the directory listing for the root / home directory will be returned.

ftp://ftp.example.com - This retnes the directory listing for the root directory.
ftp://ftp.example.com/readme.txt - This downloads the file readme.txt from the root directory.
ftp://ftp.example.com/libcurl/readme.txt - This downloads readme.txt from the libcurl directory.

ftp://user:password@ftpcample.com/readme.txt - This rewés the readme.txt file from the

users home directoryWhen a username and password is specifieglything that is specified in

the path part is relag © the users home directoryTo retrieve fies from the root directory or a
directory underneath the root directory then the absolute path must be specified by prepending an
additional forward slash to the beginning of the path.

ftp://user:password@ftpcample.com//readme.txt - This retres the readme.txt from the root
directory when logging in as a specified user.

SMTP

The path part of a SMTP request specifies the host name to present during communication with
the mail serer. If the path is omitted then libcurl will attempt to resotire local computes’ host

name. Havever, this may not return the fully qualified domain name that is required by some mail
seners and specifying this path allows you to set an altemedime, such as your machisdully

qualified domain name, which you mightveaibtained from an external function such as gethost-
name or getaddrinfo.

smtp://mail.gample.com - This connects to the mail server at example.com and sends your local
computers host name in the HELO / EHLO command.

smtp://mail.example.com/clienka@mple.com - This will send clienkample.com in the HELO /
EHLO command to the mail server at example.com.
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libcurl 7.20.0

POP3

The path part of a POP3 request specifies the mailbox (message) te.rétribe mailbox is not
specified then a list of waiting messages is returned instead.

pop3://user:password@maiample.com - This lists thevalable messages pop3://user:pass-
word@mail.example.com/1 - This retvis the first message

SCP

The path part of a SCP request specifies the file towetar from what directoryThe file part
may not be omitted. The file is taken as an absolute path from the root directory oneéhdcerv
specify a path relaté o the uses home directory on the sexy prepend “/ to the path portiotf
the user name is not embedded in the URL, it can be set wititReOPT_ USERPWDr CUR-
LOPT_USERNAME option.

scp:/luser@example.com/etc/issue - This specifies the file /etc/issue

scp:/lexkample.com/"/my-file - This specifies the file my-file in the ws&ome directory on the
server

SFTP

The path part of a SFTP request specifies the file towetasl from what directorylf the file

part is omitted then libcurl downloads the directory listing for the directory specifi¢ide path

ends in a / then a directory listing is returned instead of alfikle path is omitted entirely then

the directory listing for the root / home directory will be returned. If the user name is not embed-
ded in the URL, it can be set with tl@URLOPT_USERPWDr CURLOPT_USERNAME
option.

sftp://user:password@example.com/etc/issue - This specifies the file /etc/issue
sftp://luser@example.com/"/my-file - This specifies the file my-file in thesusarie directory

sftp://ssh.gample.com/"/Documents/ - This requests a directory listing of the Documents directory
under the uses’home directory

LDAP

The path part of a LDAP request can be used to specify the: Distinguished Nameytesttrib
Scope, Filter and Extension for a AP search. Each field is separated by a question mark and
when that field is not required an empty string with the question mark separator should be

included.

Idap://ldap.example.com/o=My%?20@znisation - This will perform a LDAP search with the DN
as My Oganisation.

Idap://ldap.example.com/o=My%20@2nisation?postalAddress - This will perform the same
search but will only return postalAddress attributes.

Idap://ldap.example.com/?rootDomainNamingCanteThis specifies an empty DN and requests
information about the rootDomainNamingContext attribute for anvAdlirectory server.

For more information about the individual components of a LDAP URL please see RFC4516.
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NOTES

Starting with ersion 7.20.0, the fragment part of the URI will not be sent as part of the path,
which was previously the case.

CURLOPT_URIUis the only option thanust be set beforeurl_easy_perform(3} called.
CURLOPT_PRTQOCOLScan be used to limit what protocols libcurl will use for this transfer

independent of what libcurl has been compiled to support. That may be useful if you accept the
URL from an external source and want to limit the accessibility.

CURLOPT_PRTOCOLS

Pass a long that holds a bitmask of CURI®PRO * defines. If used, this bitmask limits what pro-
tocols libcurl may use in the transfdihis allows you to ha a Ibcurl built to support a wide
range of protocolsui still limit specific transfers to only be allowed to use a subset of them. By
default libcurl will accept all protocols it supports. See a¥dRLOPT_REDIR_PBTOCOLS
(Added in 7.19.4)

CURLOPT_REDIR_PRTOCOLS

Pass a long that holds a bitmask of CURI®PRO * defines. If used, this bitmask limits what pro-
tocols libcurl may use in a transfer that it follows to in a redirect vi81eRLOPT_FOLLOWLO-
CATIONIis enabled. This allows you to limit specific transfers to only be allowed to use a subset
of protocols in redirections. By dailt libcurl will allow all protocols except for FILE and SCP

This is a diference compared to pre-7.19.4 versions which unconditionally wouldvfodicl
protocols supported. (Added in 7.19.4)

CURLOPT_PROXY

libcurl 7.20.0

Set HTTP proxy to use. The parameter should be a char * to a zero terminated string holding the
host name or dotted IP address.gbecify port number in this string, append :[port] to the end of

the host name. The proxy string may be prefixed with [protocol]:// sincauah prefix will be
ignored. The proxy port number may optionally be specified with the separate option. If not
specified, libcurl will default to using port 1080 for proxi€3JRLOPT_PRXYPORT

When you tell the library to use a HTTP propijpcurl will transparently corert operations to
HTTP even if you specify an FTP URL etc. This maykam impact on what other features of the
library you can use, such &JRLOPT_QUOTEand similar FTP specifics that domork unless
you tunnel through the HTTP prax8uch tunneling is actated with CURLOPT_HTTPPRXY-
TUNNEL

libcurl respects the environmendniableshttp _proxy, ftp_proxy, all_proxy etc, if ary of those
are set. Th€URLOPT_PRXY option does hwever override ary possibly set environmentavi-
ables.

Setting the proxy string to "™ (an empty string) will explicitly disable the use of a peoaty if
there is an environment variable set for it.

Since 7.14.1, the proxy host string@i in environment variables can be specified the exact same
way as he proxy can be set wiBURLOPT_PRXY, include protocol prefix (http://) and embed-
ded user + password.

Since 7.21.7, the proxy string may be specified with a protocol:// prefix to specify alernati
proxy protocols. Use socks4://, socks4a:/l, socks5:// or socks5h:// (the last one to enable socks5
and asking the proxy to do the resolving, alsowmas CURLPRXY_SOCKS5 _HOSTNAME

type) to request the specific SOCK&sion to be used. No protocol specified, http:// and all others

will be treated as HTTP proxies.
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CURLOPT_PROXYPORT

Pass a long with this option to set the proxy port to connect to unless it is specified in the proxy
string CURLOPT_PRXY.

CURLOPT_PRXYTYPE

Pass a long with this option to set type of the profyailable options for this ar€CURL-
PROXY_HTTR CURLPROXY_HTTP_1_0(added in 7.19.4)CURLPROXY_SOCKS4added in
7.10), CURLPROXY_SOCKS5 CURLPROXY_SOCKS4A (added in 7.18.0) andCURL-
PROXY_SOCKS5 HOSTNAMEdded in 7.18.0). The HTTP type is default. (Added in 7.10)

If you setCURLOPT_PROXYTYPE to CURLPROXY_HTTP_1_0it will only affect hav libcurl
speaks to a proxy when CONNECT is used. The HT@Rion used for "regular" HTTP requests
is instead controlled witSURLOPT_HTTP_VERSION

CURLOPT_NOP®XY

Pass a pointer to a zero terminated string. The string consists of a comma separated list of host
names that do not require a proxy to get reache, i€one is specified. The only wildcardail-

able is a single * charactevhich matches all hosts, andegdtively disables the proxyeach name

in this list is matched as either a domain which contains the hostname, or the hostnameritself. F
example, example.com would matckaenple.com, example.com:80, and wexample.com, bt

not www.notangample.com. (Addedh 7.19.4)

CURLOPT_HTTPPRXYTUNNEL

Set the parameter to 1 to neathe library tunnel all operations through aegi HTTP proxy
There is a big diérence between using a proxy and to tunnel through it. If you Eoov what
this means, you probably domvant this tunneling option.

CURLOPT_SOCKS5_GSSAPI_SERVICE

Pass a char * as parameter to a string holding the name of the service. diie skeiice name for
a SOCKSS server is remd/server-fqdn. This option allows you to change it. (Added in 7.19.4)

CURLOPT_SOCKS5_GSSAPI_NEC

Pass a long set to 1 to enable or 0 to disable. As part of the gssapi negotiation a protection mode is
negotiated. The RFC1961 says in section 4.3/4.4 it should be protected, but the NEC reference
implementation does not. If enabled, this option allows the unproteatedrege of the protection

mode negotiation. (Added in 7.19.4).

CURLOPT_INTERRACE

Pass a char * as paramet&his sets the interface name to use as outgoing network interface. The
name can be an interface name, an IP address, or a host name.

Starting with 7.24.0: If the parameter starts with "if!" then it is treated as only asagerdme
and no attempt will\er be ramed to do treat it as an IP address or to do name resolutionlbn it.
the parameter starts with "host!" it is treated as either an IP address or a hostieatnames are
resohed synchronouslyUsing the if! format is highly recommended when using the multi-inter
faces to &oid allowing the code to block. If "if!" is specifiedibthe parameter does not match an
existing interface, CURLE_INTERKCE_FAILED is returned.

CURLOPT_LOCALPORT

Pass a long. This sets the local port number of the socket used for connection. This can be used in
combination withCURLOPT_INTERACE and you are recommended to @¢éRLOPT_LOCAL-
PORTRANGHEs well when this is set. Valid port numbers are 1 - 65535. (Added in 7.15.2)

CURLOPT_LOCALPORTRANGE

libcurl 7.20.0

Pass a long. This is the number of attempts libcurl will entkfind a working local port numher
It starts with the gien CURLOPT_LOCALPOR@Nd adds one to the number for each ré&ey-
ting this to 1 or bel will make libcurl do only one try for thexact port numberPort numbers
by nature are scarce resources that will be busy at times so settingjubhisovsomething too o
might cause unnecessary connection setup failures. (Added in 7.15.2)
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CURLOPT_DNS_CACHE_TIMEOUT
Pass a long, this sets the timeout in seconds. Name essell be kept in memory for this num-
ber of seconds. Set to zero to completely disable caching, or set to -1ddnmalached entries
remain foreer. By default, libcurl caches this info for 60 seconds.

The name resobsfunctions of various libc implementations dome-read name server information
unless explicitly told so (for example, by callires_init(3)). This may cause libcurl to keep using
the older serverven if DHCP has updated the server info, and this may lo&kdilkNS cache
issue to the casual libcurl-app user.

CURLOPT_DNS_USE_GLOBAL_CACHE
Pass a long. If thealue is 1, it tells curl to use a global DNS cache that will sarkétween easy
handle creations and deletions. This is not thread-safe and this will use a global variable.

WARNING: this option is considered obsolete. Stop using it. Switehto using the share inter
face instead! SeEURLOPT_SHARBENdcurl_share_init(3)

CURLOPT_BUFFERSIZE
Pass a long specifying your preferred size (in bytes) for thevedswiffer in libcurl. The main
point of this would be that the write callback gets called more often and with smaller chunks. This
is just treated as a request, not an ordeu cannot be guaranteed to actually get thengéize.
(Added in 7.10)

This size is by default set as big as possible (CURL_MAX_WRITE_SIZE), so it only makes sense
to use this option if you want it smaller.

CURLOPT_PORT
Pass a long specifying what remote port number to connect to, instead of the one specified in the

URL or the default port for the used protocol.

CURLOPT_TCP_NODELAY
Pass a long specifying whether the TCP_NODH L @ption is to be set or cleared (1 = set, 0 =
clear). The option is cleared by default. This wilvéao efect after the connection has been
established.

Setting this option will disable TC®Nagle algorithm. The purpose of this algorithm is to try to
minimize the number of small pagts on the network (where "small packets" means T@P se
ments less than the Maximum Segment Size (MSS) for the network).

Maximizing the amount of data sent per TCBrsent is good because it amortizes thierlread

of the send. Heever, in some cases (most notably telnet or rlogin) small segments may need to be
sent without delayThis is less efficient than sending larger amounts of data at a time, and can con-
tribute to congestion on the network fepdone.

CURLOPT_ADDRESS_SCOPE
Pass a long specifying the scope_iaue to use when connecting to IPv6 link-local or site-local
addresses. (Added in 7.19.0)

CURLOPT_TCP_KEEPALIVE
Pass a long. If set to 1, TCPe&palve pobes will be sent. The delay and frequent these
probes can be controlled by tS&JRLOPT_TCP_KEEPIDLENdCURLOPT_TCP_KEEPINTVL
options, provided the operating system supports them. Set to 0 (default behavior) to disable
keepalive probes (Added in 7.25.0).

CURLOPT_TCP_KEEPIDLE
Pass a long. Sets the delay seconds, that the operating system will wait while the connection is
idle before sendingdepalie probes. Not all operating systems support this option. (Added in
7.25.0)
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CURLOPT_TCP_KEEPINTVL
Pass a long. Sets the interval, in seconds, that the operating systemaivitbetwween sending
keepalive probes. Not all operating systems support this option. (Added in 7.25.0)
NAMES and PASSWORDS OPTIONS (Authentication)
CURLOPT_NETRC
This parameter controls the preference of libcurl between using user names and passwords from
your“/.netrcfile, relative © user names and passwords in the URL supplied @itRLOPT_URL

libcurl uses a user name (and supplied or prompted password) suppligdURIOPT_USER-
PWDin preference to anof the options controlled by this parameter.

Pass a long, set to one of the values describediwbelo

CURL_NETRC_OPTIONAL
The use of youf/.netrcfile is optional, and information in the URL is to be preferred.
The file will be scanned for the host and user name (to find the qralsemly) or for the
host only to find the first user name and password after rifeathing which ever infor-
mation is not specified in the URL.

Undefined values of the option willv&tis effect.

CURL_NETRC_IGNORED
The library will ignore the file and use only the information in the URL.

This is the default.

CURL_NETRC_REQUIRED
This walue tells the library that use of the file is required, to ignore the information in the
URL, and to search the file for the host only.

Only machine name, user name and password are taken into account (init macros and similar things aren’
supported).

libcurl does not grify that the file has the correct properties set (as the standard Unix ftp client does). It
should only be readable by user.

CURLOPT_NETRC_FILE
Pass a char * as parametpointing to a zero terminated string containing the full path name to the
file you want libcurl to use as .netrc file. If this option is omitted, @uURLOPT_NETRGs set,
libcurl will attempt to find a .netrc file in the current uséme directory(Added in 7.10.9)
CURLOPT_USERPWD

Pass a char * as parametahich should be [user name]:[password] to use for the connection. Use
CURLOPT_HTTRUTH to decide the authentication method.

When using NTLM, you can set the domain by prepending it to the user name and separating the
domain and name with a forward (/) or backward slash (\g thils: "domain/user:password" or
"domain\user:passwd”. Some HTTP servers (oniWdows) support this styleven for Basic
authentication.

When using HTTP an@URLOPT_FOLLOWLOCATIONibcurl might perform seeral requests

to possibly different hosts. libcurl will only send this user and pasbimformation to hosts using
the initial host name (unlesSURLOPT_UNRESTRICTED_AUTH set), so if libcurl follavs
locations to other hosts it will not send the user and password to those. This is enforceehto pre
accidental information leakage.

CURLOPT_PRXYUSERPWD

Pass a char * as parametahich should be [user name]:[password] to use for the connection to
the HTTP proxy UseCURLOPT_PRXYAUTH to decide the authentication method.
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CURLOPT_USERNAME
Pass a char * as parametarhich should be pointing to the zero terminated user name to use for
the transfer.

CURLOPT_USERNAME sets the user name to be used in protocol authenticattenshould
not use this option together with the (older) CURLOPT_USERPWD option.

In order to specify the password to be used in conjunction with the user name @gRhe
LOPT_PASSWORDBption. (Addedn 7.19.1)

CURLOPT_PASSWORD
Pass a char * as parametarhich should be pointing to the zero terminated password to use for
the transfer.

The CURLOPT_RSSWORD option should be used in conjunction with @éRLOPT_USER-
NAME option. (Added in 7.19.1)

CURLOPT_PRXYUSERNAME
Pass a char * as parametarhich should be pointing to the zero terminated user name to use for
the transfer while connecting to Proxy.

The CURLOPT_PRXYUSERNAME option should be used in same way as MR-
LOPT_PROXYUSERPWODis used. In comparison tGURLOPT_PRXYUSERPWDthe CUR-
LOPT_PROXYUSERNAME allows the username to contain a colong lik the following exam-
ple: "sip:user@example.com". The CURLOPT (' USERNAME option is an alternate way

to set the user name while connecting to ProKyere is no meaning to use it together with the
CURLOPT_PRXYUSERPWDption.

In order to specify the pasewd to be used in conjunction with the user name useCthe-
LOPT_PROXYPASSWORDption. (Addedn 7.19.1)

CURLOPT_PROXYPASSWORD
Pass a char * as parametarhich should be pointing to the zero terminated password to use for
the transfer while connecting to Proxy.

The CURLOPT_PRXYPASSWORD option should be used in conjunction with {G&R-
LOPT_PROXYUSERNAMBption. (Added in 7.19.1)

CURLOPT_HTTRUTH
Pass a long as parametarhich is set to a bitmask, to tell libcurl which authentication method(s)
you want it to use. Thevailable bits are listed befa If more than one bit is set, libcurl will first
guery the site to see which authentication methods it supports and then pick the best oneryou allo
it to use. For some methods, this will induce an extra network round-trip. Set the actual name and
passvord with the CURLOPT_USERPWDption or with theCURLOPT_USERNAMIENd the
CURLOPT_PASSWORAaptions. (Addedn 7.10.6)

CURLAUTH_BASIC
HTTP Basic authentication. This is the agf choice, and the only method that is in
wide-spread use and supported virtuallgrgwhere. This sends the user name and pass-
word over the network in plain text, easily captured by others.

CURLAUTH_DIGEST
HTTP Digest authenticatiorDigest authentication is defined in RFC2617 and is a more
secure wy to do authenticationver public networks than the regular oldshioned
Basic method.

CURLAUTH_DIGEST_IE
HTTP Digest authentication with an IE \fta. Digest authentication is defined in
RFC2617 and is a more securaywo do authenticationver public networks than the
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regular old-fashioned Basic method. The IEv@iais Smply that libcurl will use a special
"quirk" that IE is known to h&e wsed before @rsion 7 and that some servers require the
client to use. (This define was added in 7.19.3)

CURLAUTH_GSSNEGOTIATE
HTTP GSS-Negotiate authentication. The GS@dtiate (also known as plain "Neti-
ate") method s designed by Microsoft and is used in their web applications. It is pri-
marily meant as a support forekberos5 authentication but may also be used along with
other authentication methods. For more information see IETF draft draft-brezgjospne
http-04.txt.

You need to build libcurl with a suitable GSS-API library for this to work.

CURLAUTH_NTLM
HTTP NTLM authentication. A proprietary protocolvemted and used by Microsoft. It
uses a challenge-response and hash concept similar to Digestydat pine passerd
from being eaesdropped.

You need to build libcurl with either OpenSSL, GnuTLS or NSS support for this option to
work, or build libcurl on Windows.

CURLAUTH_NTLM_WB
NTLM delegding to winbind helperAuthentication is performed by a separate binary
application that is xecuted when needed. The name of the application is specified at
compile time but is typically /usr/bin/ntim_auth (Added in 7.22.0)

Note that libcurl will fork when necessary to run the winbind application and kill it when
complete, calling waitpid() toveit its exit when done. On POSIX operating systems,
killing the process will cause a SIGCHLD signal to be raiseda(déess of whether
CURLOPT_NOSIGNAIs set), which must be handled intelligently by the application. In
particular the application must not unconditionally call wait() in its SIGCHLD signal
handler to @oid being subject to a race conditiohis behavior is subject to change in
future versions of libcurl.

CURLAUTH_ANY
This is a comenience macro that sets all bits and thus makes libcurl pick finds suit-
able. libcurl will automatically select the one it finds most secure.

CURLAUTH_ANYSAFE
This is a comenience macro that sets all bits except Basic and thus makes libcurl pick
ary it finds suitable. libcurl will automatically select the one it finds most secure.

CURLAUTH_ONLY
This is a meta symbol. Or this value together with a single specific alué 0 force
libcurl to probe for un-restricted auth and if not, only that single auth algorithm is accept-
able. (Added in 7.21.3)

CURLOPT_TLSAUTH_TYPE
Pass a long as parametarhich is set to a bitmask, to tell libcurl which authentication method(s)
you want it to use for TLS authentication.

CURLOPT_TLSAUTH_SRP
TLS-SRP authentication. Secure Remotsdord authentication for TLS is defined in
RFC5054 and prades mutual authentication if both sidewvéa $ared secret.duse
TLS-SRPR you must also set th&CURLOPT_TLSAUTH_USERNAMENd CUR-
LOPT_TLSAUTH_PASSWORIptions.

You need to build libcurl with GnuTLS or OpenSSL with TLS-SRP support for this to
work. (Added in 7.21.4)
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CURLOPT_TLSAUTH_USERNAME
Pass a char * as parametaihich should point to the zero terminated username to use for the TLS
authentication method specified with t6B&JRLOPT_TLSAUTH_TYP#&ption. Requires that the
CURLOPT_TLS_PASSWORpDtion also be set. (Added in 7.21.4)

CURLOPT_TLSAUTH_PASSWORD
Pass a char * as parametahich should point to the zero terminated password to use for the TLS
authentication method specified with t6&JRLOPT_TLSAUTH_TYP#&ption. Requires that the
CURLOPT_TLS_USERNAMiption also be set. (Added in 7.21.4)

CURLOPT_PROXYAUTH
Pass a long as parametarhich is set to a bitmask, to tell libcurl which authentication method(s)
you want it to use for your proxy authenticatidhmore than one bit is set, libcurl will first query
the site to see what authentication methods it supports and then pick the best onewibuallo
use. For some methods, this will induce an extra network round-trip. Set the actual name and pass-
word with the CURLOPT_PRXYUSERPWDoption. The bitmask can be constructed by or'ing
together the bits listed ab® for the CURLOPT_HTTRUTH option. As of this writing, only
Basic, Digest and NTLM work. (Added in 7.10.7)

HTTP OPTIONS
CURLOPT_AUTOREFERER
Pass a parameter set to 1 to enable this. When enabled, libcurl will automatically set the Referer:
field in requests where it follows a Location: redirect.

CURLOPT_ACCEPT_ENCODING
Sets the contents of the Accept-Encoding: header sent in a HTTP request, and enables decoding of
a response when a Content-Encoding: header isveeteiThreeencodings are supportedentity,
which does nothingjeflatewhich requests the sewto compress its response using the zlib algo-
rithm, andgzip which requests the gzip algorithnif. a zero-length string is set, then an Accept-
Encoding: header containing all supported encodings is sent.

This is a request, not an order; the server may or may not ddig.option must be set (toyan
non-NULL value) or else gnunsolicited encoding done by the server is ignored. See the special
file lib/README.encoding for details.

(This option was called CURLOPT_ENCODING before 7.21.6)

CURLOPT_TRANSFER_ENCODING
Adds a request for compressea@iisfer Encoding in the outgoing HTTP request. If the server sup-
ports this and so desires, it can respond with the HTTP response sent using a comyanesferd T
Encoding that will be automatically uncompressed by libcurl on reception.

TransferEncoding differs slightly from the Content-Encoding you ask for w@kR-
LOPT_ACCEPT_ENCODING in that a TansferEncoding is strictly meant to be for the transfer
and thus MUST be decoded before the dataesrin the client. Taditionally, Transfer-Encoding
has been much less used and supported by both HTTP clients and HTTP servers.

(Added in 7.21.6)

CURLOPT_FOLLOWLOCATION
A parameter set to 1 tells the library to felany Location: header that the server sends as part of
a HTTP header.

This means that the library will re-send the same request on théonation and follav new
Location: headers all theay until no more such headers are retur@dRLOPT_MAXREDIRS
can be used to limit the number of redirects libcurl will fello

Since 7.19.4, libcurl can limit what protocols it will automatically falldhe accepted protocols
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are set wittCURLOPT_REDIR_PBTOCOLSand it excludes the FILE protocol by default.

CURLOPT_UNRESTRICTED_AUTH
A parameter set to 1 tells the library it can continue to send authentication (user+password) when
following locations, een when hostname changed. This option is meaningful only when setting
CURLOPT_FOLLOWLOCATION

CURLOPT_MAXREDIRS
Pass a long. The set number will be the redirection limit. If thatymmedirections hee keen fol-
lowed, the next redirect will cause an err@QURLE_TOO_MANY_REDIRECJSThis option
only makes sense if theURLOPT_FOLLOWLOCATIONE used at the same time. Added in
7.15.1: Setting the limit to O will maklibcurl refuse ay redirect. Set it to -1 for an infinite num-
ber of redirects (which is the default)

CURLOPT_POSTREDIR
Pass a bitmask to control twlibcurl acts on redirects after POSTs that get a 301, 302 or 303
response backA parameter with bit 0 set &ue CURL_REDIR_POST_30J) tells the library to
respect RFC2616/10.3.2 and notwah POST requests into GET requests when following a 301
redirection. Settindit 1 (value CURL_REDIR_POST_302 makes libcurl maintain the request
method after a 302 redirect whilst setting bit 2lle CURL_REDIR_POST_303 makes libcurl
maintain the request method after a 303 redirect. Hige\CURL_REDIR_POST_ALL is a
corvenience define that sets all three bits.

The non-RFC behl@our is ubiquitous in web browsers, so the library does theecsion by
default to maintain consistepcHoweve, a ®rver may require a POST to remain a POST after
such a redirection. This option is meaningful only when se@d&LOPT_FOLLOWLOCATION
(Added in 7.17.1) (This option ag known as CURLOPT_POST301 up to 7.19.0 as it only sup-
ported the 301 then)

CURLOPT_PUT
A parameter set to 1 tells the library to use HTTP PUT to transfer data. The data should be set
with CURLOPT_READBTA andCURLOPT_INFILESIZE

This option is deprecated and starting with version 7.12.1 you should instea@UiRe
LOPT_UPLOAD

CURLOPT_POST
A parameter set to 1 tells the library to do a regular HTTP post. This will alse teakbrary use
a "Content-Tpe: application/x-www-form-urlencoded" head@this is by far the most commonly
used POST method).

Use one offURLOPT_POSTFIELDSr CURLOPT_COPYPOSTFIELDSptions to specify what
data to post an€CURLOPT_POSTFIELDSIZEr CURLOPT_POSTFIELDSIZE_LARGE set
the data size.

Optionally, you can provide data to POST using tD6RLOPT_READFUNCTIONind CUR-
LOPT_READIATA options but then you must makure to not seCURLOPT_POSTFIELD®
arything but NULL. When preiding data with a callback, you must transmit it using clednk
transferencoding or you must set the size of the data withQHRLOPT_POSTFIELDSIZBr
CURLOPT_POSTFIELDSIZE_LARGtiption. 1o enable chunked encoding, you simply pass in
the appropriate Transfer-Encoding headee the post-callback.c example.

You can override the dedult POST Content-Type: header by setting your own \@thR-
LOPT_HTTPHEADER

Using POST with HTTP 1.1 implies the use of a "Expect: 100-continue" he¥dercan disable
this header wittCURLOPT_HTTPHEADERS usual.
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If you use POST to a HTTP 1.1 serwou can send data without knowing the size before starting
the POST if you use chunked encodingu¥nable this by adding a headee [iRransfer-Encod-
ing: chunked" withCURLOPT_HTTPHEADERWIith HTTP 1.0 or without chunked transfgou
must specify the size in the request.

When settingfCURLOPT_POSTo 1, it will automatically seCURLOPT_NOBODYo 0 (since
7.14.1).

If you issue a POST request and then want toenaakEAD or GET using the same re-used han-
dle, you must eplicitly set the nw request type usingCURLOPT_NOBODYor CUR-
LOPT_HTTPGETor similar.

CURLOPT_POSTFIELDS

Pass a void * as parametavhich should be the full data to post in a HTTP POST operation. Y
must mak are that the data is formatted the way you want the server toedcdibcurl will not
convert or encode it for you. Most web servers will assume this data to be url-encoded.

The pointed data are NQropied by the library: as a consequencey thest be preserved by the
calling application until the transfer finishes.

This POST is a normal application/x-www-form-urlencoded kind (and libcurl will set that Con-
tent-Type by default when this option is used), which is the most commonly used one by HTML
forms. See also theCURLOPT_POST Using CURLOPT_POSTFIELDSimplies CUR-
LOPT_POST

If you want to do a zero-byte POSyou need to ssEURLOPT_POSTFIELDSIZExplicitly to

zero, as simply settinQURLOPT_POSTFIELD® NULL or " just efectively disables the send-

ing of the specified string. libcurl will instead assume that you'll send the POST data using the
read callback!

Using POST with HTTP 1.1 implies the use of a "Expect: 100-continue" he¥dercan disable
this header wittCURLOPT_HTTPHEADERS usual.

To make multipart/formdata posts (aka RFC2388-posts), check ouCthRLOPT_HTTPPOST
option.

CURLOPT_POSTFIELDSIZE

If you want to post data to the server without letting libcurl do a strlen() to measure the data size,
this option must be used. When this option is used you can post fully binary data, which otherwise
is likely to fail. If this size is set to -1, the library will use strlen() to get the size.

CURLOPT_POSTFIELDSIZE_LARGE

Pass a curl_off t as parametéise this to set the size of tIWRLOPT_POSTFIELD8ata to
prevent libcurl from doing strlen() on the data to figure out the size. This is the large file version of
the CURLOPT_POSTFIELDSIZ&ption. (Added in 7.11.1)

CURLOPT_COPYPOSTFIELDS

libcurl 7.20.0

Pass a char * as parametarich should be the full data to post in a HTTP POST operation. It
behaes as he CURLOPT_POSTFIELDS®ption, hut the original data are copied by the library
allowing the application towverwrite the original data after setting this option.

Because data are copied, care must bentakhen using this option in conjunction witlUR-
LOPT_POSTFIELDSIZE®r CURLOPT_POSTFIELDSIZE_LARGE the size has not been set
prior to CURLOPT_COPYPOSTFIELD$he data are assumed to be a NUL-terminated string;
else the stored size informs the library about the data byte countytdrcepy case, the size must
not be changed afteEURLOPT_COPYPOSTFIELD&nless anotheCURLOPT_POSTFIELDS

or CURLOPT_COPYPOSTFIELDSption is issued. (Added in 7.17.1)
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CURLOPT_HTTPPOST

Tells libcurl you want a multipart/formdata HTTP POST to be made and you instruct what data to
pass on to the sexw Pass a pointer to a liekl list of curl_httppost structs as paramefdre easi-

est vay to create such a list, is to us#l_formadd(3)as documented. The data in this list must
remain intact until you close this curl handle again witH_easy_cleanup(3)

Using POST with HTTP 1.1 implies the use of a "Expect: 100-continue" he¥dercan disable
this header wittCURLOPT_HTTPHEADERS usual.

When settingCURLOPT_HTTPPOSTt will automatically seiCURLOPT_NOBODYo 0 (since
7.14.1).

CURLOPT_REFERER

Pass a pointer to a zero terminated string as parantietéll be used to set the Referer: header in
the http request sent to the remote sefthis can be used to fool serg or scripts. You can also
set a custom header wit€RURLOPT_HTTPHEADER

CURLOPT_USERAGENT

Pass a pointer to a zero terminated string as paranieteill be used to set the Uségent:
header in the http request sent to the remoteesditvis can be used to fool servers or scriptay Y
can also set grcustom header witCRURLOPT_HTTPHEADER

CURLOPT_HTTPHEADER

Pass a pointer to a lirdd list of HTTP headers to pass to the server in your HTTP request. The
linked list should be a fully valid list oftruct curl_slist structs properly filled in. Use
curl_slist_append(3jo create the list andurl_slist_free_all(3)to clean up an entire list. If you

add a header that is otherwise generated and used by libcurl inteynalyadded one will be

used instead. If you add a header with no content as in 'Accept:’ (no data on the right side of the
colon), the internally used header will get disabled. Thus, using this option you camaushde

ers, replace internal headers and regninternal headers.oTadd a header with no content, neak

the content be tarquotes: ™. The headers included in the &dklist must not be CRLF-termi-
nated, because curl adds CRLF after each header igglareFto comply with this will result in
strange bugs because the server will most likely ignore part of the headers you specified.

The first line in a request (containing the method, usually a GET or POST) is not a header and
cannot be replaced using this option. Only the lines following the request-line are headers. Adding
this method line in this list of headers will only cause your request to senchiah reader.

Pass a NULL to this to reset back to no custom headers.

The most commonly replaced headergehghortcuts" in the optionSURLOPT_COOKIECUR-
LOPT_USERAGEN&ndCURLOPT_REFERER

CURLOPT_HTTP200ALIASES

libcurl 7.20.0

Pass a pointer to a linked list of aliases to be treatechli MTTP 200 responses. Some sesv
respond with a custom header response lifge.example, IceCast sesvs respond with "ICY 200
OK". By including this string in your list of aliases, the response will be treated as a valid HTTP
header line such as "HTTP/1.0 200 OK". (Added in 7.10.3)

The linked list should be a fullyalid list of struct curl_slist structs, and be properly filled iise
curl_slist_append(3fo create the list anclirl_slist_free_all(3Yo clean up an entire list.

The alias itself is not parsed foryamersion strings. Before libcurl 7.16.3, Libcurl used thtug

set by optionCURLOPT_HTTP_VERSIQNut starting with 7.16.3 the protocol is assumed to
match HTTP 1.0 when an alias matched.
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CURLOPT_COOKIE
Pass a pointer to a zero terminated string as paranieteill be used to set a cookie in the http
request. The format of the string should hAME=CONTENTS, where NAME is the cookie
name and CONTENTS is what the cookie should contain.

If you need to set multiple cookies, you need to set them all using a single option and thus you
need to concatenate them all in one single string. Set multiple cookies in one s#itigstik
"namel=contentl; name2=content2;" etc.

This option sets the cookie headepleitly in the outgoing request(s). If multiple requests are
done due to authentication, followed redirections or sifrthay will all get this cookie passed on.

Using this option multiple times will only makhe latest string\erride the previous ones.

CURLOPT_COOKIEFILE
Pass a pointer to a zero terminated string as paraniet@rould contain the name of your file
holding cookie data to read. The cookie data may be in Netscape / Mozilla cookie data format or
just regular HTTP-style headers dumped to a file.
Given an enpty or non-gisting file or by passing the empty string ("), this option will enable
cookies for this curl handle, making it understand and parsevedamiokies and then use match-
ing cookies in future requests.

If you use this option multiple times, you just add more files to r&dhsequent files will add
more cookies.

CURLOPT_COOKIEJAR
Pass a file name as char *, zero terminated. This willerifleur!l write all internally known cook-
ies to the specified file whewurl_easy cleanup(3} called. If no cookies are known, no file will
be created. Specify "-" to insteadvleahe cookies written to stdout. Using this option also enables
cookies for this session, so if you for example folblocation it will malke matching cookies get
sent accordingly.

If the cookie jar file can’be aeated or written to (when theurl_easy cleanup(3s called),
libcurl will not and cannot report an error for this. Usi@RLOPT_VERBOSKEr CUR-
LOPT_DEBUGFUNCTIONuvill get a warning to displayout that is the only visible feedback you
get about this possibly lethal situation.

CURLOPT_COOKIESESSION
Pass a long set to 1 to mark this as ameokie "session”. It will force libcurl to ignore all cook-
ies it is about to load that are "session cookies" from the previous session. By default, libcurl
always stores and loads all cookies, independent yf #he session cookies or not. Session cookies
are cookies without expiry date andyttaee meant to be ale and existing for this "session" only.

CURLOPT_COOKIELIST
Pass a char * to a cookie string. Cookie can be either in Netscape / Mozilla format ogjuat re
HTTP-style header (Set-Cookie: ...) format. If cURL cookie engiag mot enabled it will enable
its cookie enginePassing a magic string "ALL" will erase all cookies known by cURL. (Added in
7.14.1) Passing the special string "SESS" will only erase all session cookies kpocURL.
(Added in 7.15.4) Passing the special string "FLUSH" will write all cookiesviknmy cURL to
the file specified bCURLOPT_COOKIEJAR(Added in 7.17.1)

CURLOPT_HTTPGET
Pass a long. If the long is 1, this forces the HTTP request to get back toUs&fle if a POST
HEAD, PUT, or a aistom request has been used previously using the same curl handle.

When settingCURLOPT_HTTPGETo 1, it will automatically seCURLOPT_NOBODYo 0
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(since 7.14.1).

CURLOPT_HTTP_VERSION
Pass a long, set to one of the values describedibdloey force libcurl to use the specific HTTP
versions. This is not sensible to do unless yoteteagod reason.

CURL_HTTP_VERSION_NONE
We cbn't care about what version the library uses. libcurl will use wieaiethinks fit.

CURL_HTTP_VERSION_1_0
Enforce HTTP 1.0 requests.

CURL_HTTP_VERSION_1_1
Enforce HTTP 1.1 requests.

CURLOPT_IGNORE_CONTENT_LENGTH
Ignore the Content-Length head&his is useful for Apache 1.x (and similar servers) which will
report incorrect content length for filegen 2 gigabytes. If this option is used, curl will not be able
to accurately report progress, and will simply stop thendmad when the server ends the connec-
tion. (added in 7.14.1)

CURLOPT_HTTP_CONTENT_DECODING
Pass a long to tell libcurl he to act on content decoding. If set to zero, content decoding will be
disabled. If set to 1 it is enabled. Libcurl has naadifcontent decoding but requires you to use
CURLOPT_ENCODINGor that. (added in 7.16.2)

CURLOPT_HTTP_TRANSFER_DECODING
Pass a long to tell libcurl he to act on transfer decoding. If set to zero, transfer decoding will be
disabled, if set to 1 it is enabled (default). libcurl does chunked transfer decoding by default unless
this option is set to zero. (added in 7.16.2)

SMTP OPTIONS
CURLOPT_MAIL_FROM
Pass a pointer to a zero terminated string as paramidtisrshould be used to specify the serxler’
email address when sending SMTP mail with libcurl.

An originator email address should be specified with angled éisa¢k>) around it, which if not
specified, will be added by libcurl from version 7.21.4 ards. Failing to provide such bratk
may cause the server to reject the email.

If this parameter is not specified then an empty address will be sent to the mail server which may
or may not cause the email to be rejected.

(Added in 7.20.0)

CURLOPT_MAIL_RCPT
Pass a pointer to a linked list of recipients to pass to theesémwour SMTP mail request. The
linked list should be a fully valid list oftruct curl_slist structs properly filled in. Use
curl_slist_append(3jo create the list anclirl_slist_free_all(3Yo clean up an entire list.

Each recipient should be specified within a pair of angled bta¢k>), havever, should you not
use an angled bracket as the first character libcurl will assume yddqut@ single email address
and enclose that address within brackets for you.

(Added in 7.20.0)

CURLOPT_MAIL_AUTH
Pass a pointer to a zero terminated string as paraniétisrwill be used to specify the authentica-
tion address (identity) of a submitted message that is being relayed to another server.
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This optional parameter allows co-operating agents in a trustémment to communicate the
authentication of indidual messages and should only be used by the application program, using
libcurl, if the application is itself a mail server acting in such airemment. If the application is
operating as such and the AUTH address is not known ordginthen an empty string should be
used for this parameter.

Unlike QURLOPT_MAIL_FROM and CURLOPT_MAIL_RCP;Tthe address should not be speci-
fied within a pair of angled brackets (<>).Wwer, if an anpty string is used then a pair of brack-
ets will be sent by libcurl as required by RFC2554.

(Added in 7.25.0)

TFTP OPTIONS
CURLOPT_TFTP_BLKSIZE
Specify block size to use for TFTP data transmission. Valid range as per RFC2348 is 8-65464
bytes. The default of 512 bytes will be used if this option is not specified. The specified block size
will only be used pending support by the remote exetf the server does not return an option
acknavledgement or returns an option acWiedgement with no blksize, the default of 512 bytes
will be used. (added in 7.19.4)

FTP OPTIONS
CURLOPT_FTPPORT
Pass a pointer to a zero terminated string as paranetetl be used to get the IP address to use
for the FTP POR instruction. The PORinstruction tells the remote server to connect to our
specified IP address. The string may be a plain IP address, a host name, a network interface name
(under Unix) or just a -’ symbol to let the library use your syssedafault IP address. Daiilt
FTP operations are pagsiand thus wort use POH.

The address can be followed by a '’ to specify a port, optionallyiellbby a *-’ to specify a port
range. Ifthe port specified is 0, the operating system will pick a free pioat.range is preided

and all ports in the range are netitable, libcurl will report CURLE_FTP_POR FAILED for

the handle.Invalid port/range settings are ignored. IPv6 addresses followed by a port or portrange
have b be in backets. IPv6addresses without port/range specifier can be in bracKaddedn
7.19.5)

Examples with specified ports:

eth0:0
192.168.1.2:32000-33000
curl.se:32123
[::1]:1234-4567

You disable POR again and go back to using the pagsvesion by setting this option to NULL.

CURLOPT_QUOTE
Pass a pointer to a linked list of FTP or SFTP commands to pass to the server prior to your FTP
request. This will be done beforeyasther commands are issuedde before the CWD command
for FTP). The linked list should be a fully valid list of 'struct curl_slist’ structs properly filled in
with text strings. Useurl_slist_append(3)o append strings (commands) to the list, and clear the
entire list afterwards withurl_slist_free_all(3) Disable this operation again by setting a NULL to
this option. When speaking to a FTP (or SFTP since 7.24.03rsprefix the command with an
asterisk (*) to mag libcurl continue een if the command fails as by default libcurl will stop at
first failure.

The set of valid FTP commands depends on theesésee RFC959 for a list of mandatory com-
mands).
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The valid SFTP commands are: chgrp, chmod, chown, In, midil, rename, rm, rmdisymlink
(seecurl (1)) (SFTP support added in 7.16.3)

CURLOPT_POSTQUOTE
Pass a pointer to a lirdd list of FTP or SFTP commands to pass to the server after your FTP trans-
fer request. The commands will only be run if no error occurred. The linked list should be a fully
valid list of struct curl_slist structs properly filled in as describedf0RLOPT_QUOTEDisable
this operation again by setting a NULL to this option.

CURLOPT_PREQUOTE
Pass a pointer to a linked list of FTP commands to pass to the server after the transfer type is set.
The linked list should be a fullyalid list of struct curl_slist structs properly filled in as described
for CURLOPT_QUOTEDisable this operation again by setting a NULL to this option. Before
version 7.16.0, if you also s&@URLOPT_NOBODYo 1, this option didrt'work.

CURLOPT_DIRLISTONLY

A parameter set to 1 tells the library to just list the names of files in a dirdotigad of doing a
full directory listing that would include file sizes, dates etc. This works for FTP and SFTP URLs.

This causes an FTP NLST command to be sent on an FTé. sBewae that some FTP sers
list only files in their response to NLSfhey might not include subdirectories and symbolic links.

Setting this option to 1 also implies a directory listingreif the URL doesrt’end with a slash,
which otherwise is necessary.

Do NOT use this option if you also uSBURLOPT_WILDCARDMATCHs it will effectively
break that feature then.

(This option was known as CURLOPT_FTPLISTONUp to 7.16.4)

CURLOPT_APPEND

A parameter set to 1 tells the library to append to the remote file insteadrafite it. This is
only useful when uploading to an FTP site.

(This option was known as CURLOPT_FTPAPPEND up to 7.16.4)

CURLOPT_FTP_USE_EPRT
Pass a long. If the value is 1, it tells curl to use the ERfdd LPRT) command when doing aeti
FTP downloads (which is enabled 6 RLOPT_FTPPOR)T Using EPR means that it will first
attempt to use EPRand then LPR before using POR hut if you pass zero to this option, it will
not try using EPR or LPRT, only plain POR. (Added in 7.10.5)

If the server is an IPv6 host, this option wilkeao efect as of 7.12.3.

CURLOPT_FTP_USE_EPSV
Pass a long. If the alue is 1, it tells curl to use the EPSV command when doingvpaBEP
downloads (which it abays does by deiult). Using EPSV means that it will first attempt to use
EPSV before usingASV, but if you pass zero to this option, it will not try using EP8My plain
PASV.

If the server is an IPv6 host, this option wilveao efect as of 7.12.3.

CURLOPT_FTP_USE_PRET
Pass a long. If thealue is 1, it tells curl to send a PRET command before PASV (and EPSYV). Cer
tain FTP sergrs, mainly drftpd, require this non-standard command for directory listings as well
as up and downloads in PASV mode. Has no effect when using thie BER transfers mode.
(Added in 7.20.0)
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CURLOPT_FTP_CREATE_MISSING_DIRS
Pass a long. If the value is 1, curl will attempt to creatg remote directory that it fails to CWD
into. CWD is the command that changes working direc{éwded in 7.10.7)

This setting also applies to SFTP-connections. curl will attempt to create the remote directory if it
cant obtain a handle to the target-location. The creation will fail if a file of the same name as the
directory to create already exists or lack of permissiongept® creation. (Added in 7.16.3)

Starting with 7.19.4, you can also set this value to 2, which willeniib&url retry the CWD com-
mand again if the subsequent MKD commaaitsf This is especially useful if you're doing nyan
simultaneous connections against the same server andiliteve tis option enabled, as then
CWD may first fail but then another connection does MKD before this connection and thus MKD
fails but trying CWD works! 7.19.4 also introduced tH@URLFTP_CREATE_DIRand
CURLFTP_CREATE_DIR_RETRYium names for these arguments.

Before version 7.19.4, libcurl will simply ignore arguments set to 2 and act as if 1 was selected.

CURLOPT_FTP_RESPONSE_TIMEOUT
Pass a long. Causes curl to set a timeout period (in seconds) on the amount of time thagthe serv
is allowed to tak in ader to generate a response message for a command before the session is
considered hungWhile curl is waiting for a response, this valueernides CURLOPT_TIME-
OUT. It is recommended that if used in conjunction WB8WRLOPT_TIMEOUTyou setCUR-
LOPT_FTP_RESPONSE_TIMEOU®d a value smaller thaGURLOPT_TIMEOUT (Added in
7.10.8)

CURLOPT_FTP_ALTERMTIVE_TO_USER
Pass a char * as parametpointing to a string which will be used to authenticate if the usual FTP
"USER user" and "PASS passid" negotiation fails. This is currently only known to be required
when connecting to Umbleweed Secure Transport FTPS server using client certificates for
authentication. (Added in 7.15.5)

CURLOPT_FTP_SKIP_PASV_IP
Pass a long. If set to 1, it instructs libcurl to not use the IP address ther seiggests in its
227-response to libcus’ FASV command when libcurl connects the data connection. Instead
libcurl will re-use the same IP address it already uses for the control connection. But it will use the
port number from the 227-response. (Added in 7.14.2)

This option has no effect if PAREPRT or EPSV is used instead of PASV.

CURLOPT_FTPSSLAUTH
Pass a long using one of the values from belw dter hav libcurl issues "ATH TLS" or
"AUTH SSL" when FTP wer SSL is actvated (se€CURLOPT_USE_S3$L(Added in 7.12.2)

CURLFTRAUTH_DEFRAULT
Allow libcurl to decide.

CURLFTRAUTH_SSL
Try "AUTH SSL" first, and only if that fails try "AUTH TLS".

CURLFTRAUTH_TLS
Try "AUTH TLS" first, and only if that fails try "AUTH SSL".

CURLOPT_FTP_SSL_CCC
If enabled, this option mais libcurl use CCC (Clear Command Channel). It shuts down the
SSL/TLS layer after authenticating. The rest of the control channel communication will be unen-
crypted. This allows AT routers to follev the FTP transaction. Pass a long using one ofdhe v
ues bela. (Added in 7.16.1)
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CURLFTPSSL_CCC_NONE
Don't attempt to use CCC.

CURLFTPSSL_CCC_PASSIVE
Do not initiate the shutdown, but wait for the server to do it. Do not send a reply.

CURLFTPSSL_CCC_ACTIVE
Initiate the shutdown and wait for a reply.

CURLOPT_FTP_ACCOUNT
Pass a pointer to a zero terminated string (or NULL to disable). When an FTP server asks for
"account data" after user name and password has been provided, this data i usemy dfie
ACCT command. (Added in 7.13.0)

CURLOPT_FTP_FILEMETHOD
Pass a long that should Y& me of the following values. This option controls what method libcurl
should use to reach a file on a FTP(S) eefhe argument should be one of the following alterna-
tives:

CURLFTPMETHOD_MULTICWD
libcurl does a single CWD operation for each path part in ten giRL. For deep hier
archies this means manommands. This is WoRFC1738 says it should be done. This is
the default but the slowest behavior.

CURLFTPMETHOD_ NOCWD
libcurl does no CWD at all. libcurl will do SIZE, RETR, STOR etc ane @i 1ll path to
the server for all these commands. This is the fastest behavior.

CURLFTPMETHOD_SINGLECWD
libcurl does one CWD with the full target directory and then operates on the file "nor
mally" (like in the multicwd case). This is somkat more standards compliant than
'nocwd’ but without the full penalty of 'multicwd’.
(Added in 7.15.1)

RTSP OPTIONS
CURLOPT_RTSP_REQUEST
Tell libcurl what kind of RTSP request to makeas8 one of the following RTSP enuralues.
Unless noted otherwise, commands require the Session ID to be initialized. (Added in 7.20.0)

CURL_RTSPREQ_OPTIONS
Used to retriee the available methods of the sesw The application is responsible for

parsing and obeying the respongEhe session ID is not needed for this method.)
(Added in 7.20.0)

CURL_RTSPREQ_DESCRIBE
Used to get the i@ levd description of a stream. The application should note what for
mats it understands in thAccept:’ header Unless set manuallyibcurl will automati-
cally fill in "Accept: application/sdp’ Time-condition headers will be added to Describe
requests if theCURLOPT_TIMECONDITIONbption is actie. (The session ID is not
needed for this method) (Added in 7.20.0)

CURL_RTSPREQ_ANNOUNCE
When sent by a client, this method changes the description of the session. For example, if
a dient is using the server to record a meeting, the client can use Announce to inform the
sener of all the meta-information about the sessi&NOUNCE acts lile a HTTP
PUT or POST just lik€CURL_RTSPREQ_SET_PARAMET®&®|ded in 7.20.0)

CURL_RTSPREQ_SETUP
Setup is used to initialize the transport layer for the session. The application must set the
desired Transport options for a session by usingG&RLOPT_RTSP_TRANSPORT
option prior to calling setup. If no session ID is currently set w@bR-
LOPT_RTSP_SESSION  Ilibcurl will extract and use the session ID in the response to
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this request(The session ID is not needed for this method]Added in 7.20.0)

CURL_RTSPREQ_PLAY
Send a Play command to the sernise theCURLOPT_RANGHBption to modify the
playback time (e.g. 'npt=10-15"). (Added in 7.20.0)

CURL_RTSPREQ _RUSE
Send a Pause command to the seftyse theCURLOPT_RANGHption with a single
value to indicate when the stream should be halted. (e.g. npt="25") (Added in 7.20.0)

CURL_RTSPREQ_TEARDOWN
This command terminates aff 8 session. Simply closing a connection does not termi-
nate the RTSP session since it is valid to control an RTSP sessiadiféerent connec-
tions. (Addedn 7.20.0)

CURL_RTSPREQ_GET_PARAMETER
Retrieve a @mrameter from the sexv By default, libcurl will automatically include a
Content-Vpe: tet/parametersheader on all non-empty requests unless a custom one is
set. GET_PARAMETER acts just & a HITP PUT or POST (see
CURL_RTSPREQ_SET_PARAMETERpplicationswishing to send a heartbeat mes-
sage (e.g. in the presence of a sespecified timeout) should send use an empty
GET_PARAMETER request. (Added in 7.20.0)

CURL_RTSPREQ_SET_PARAMETER
Set a parameter on the semBy default, libcurl will automatically include &ontent-
Type: text/parametersheader unless a custom one is set. The interaction with
SET_RARAMTER is much lile a HTTP PUT or POSTAN application may either use
CURLOPT_UPLOADwith CURLOPT_READBTA like a HT'TP PUT or it may use
CURLOPT_POSTFIELDSke a HT'TP POSTNo chunked transfers are allowed, so the
application must set thEURLOPT_INFILESIZEn the former andCURLOPT_POST-
FIELDSIZEIin the latter Also, there is no use of multi-part POSTs withiiSR (Added
in 7.20.0)

CURL_RTSPREQ_RECORD
Used to tell the seer to record a session. Use tHBRLOPT_RANGIHBption to modify
the record time. (Added in 7.20.0)

CURL_RTSPREQ_RECEIVE
This is a special request because it does not sgndate to the seer. The application
may call this function in order to reweiinterleared RTP data. It will return after pro-
cessing one readiffer of data in order to gé the application a chance to run. (Added in
7.20.0)

CURLOPT_RTSP_SESSION_ID

Pass a char * as a parameter to set tlaesof the current RTSP Session ID for the handle. Useful
for resuming an in-progress session. Once thigevis set to gnnon-NULL value, libcurl will
return CURLE_RTSP_SESSION_ERRDID receved from the sergr does not match. If unset
(or set to NULL), libcurl will automatically set the ID the first time the sesets it in a response.
(Added in 7.20.0)

CURLOPT_RTSP_STREAM_URI

libcurl 7.20.0

Set the stream URI to operate on by passing a char * . For example, a single session may be con-
trolling rtsp://foo/twister/audicand rtsp://foo/twister/videcand the application can switch to the
appropriate stream using this option. If unset, libcurl will default to operating on genegc serv
options by passing '*' in the place of th&' & Stream URI. This option is distinct fraBUR-
LOPT_URL When working with RSR the CURLOPT_STREAM_URnhdicates what URL to

send to the server in the request header whileCthRLOPT_URLindicates where to makthe
connection to. (e.g. theURLOPT_URLfor the abwe examples might be set ttsp://foo/twister

(Added in 7.20.0)
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CURLOPT_RTSP_TRANSPORT
Pass a char * to tell libcurl what to pass for the Transport: header for 188 Ression. This is
mainly a comenience method tovaid needing to set a custom Transport: headenfayeSETUP
request. The application must set a Transport: header before issuing a SETUP request. (Added in
7.20.0)

CURLOPT_RTSP_HEADER
This option is simply an alias f@@URLOPT_HTTP_HEADERUse this to replace the standard
headers that RTSP and HTTP share. It is also valid to use the shortcuts GUERLEPT USER-
AGENT. (Added in 7.20.0)

CURLOPT_RTSP_CLIENT_CSEQ
Manually set the the CSEQ number to issue for tixé RESP request. Useful if the application is
resuming a previously brek connection. The CSEQ will increment from thisrmeimber hence-
forth. (Added in 7.20.0)

CURLOPT_RTSP_SERVER_CSEQ
Manually set the CSEQ number tgpect for the next RTSP Sem>Client request. At the
moment, this feature (listening for Server requests) is unimplemented. (Added in 7.20.0)

PROTOCOL OPTIONS
CURLOPT_TRANSFERTEXT
A parameter set to 1 tells the library to use ASCII mode for FTP transfers, instead ofatlie def
binary transferFor win32 systems it does not set the stdout to binary mode. This option can be
usable when transferringxtedata between systems with different views on certain characters,
such as newlines or similar.

libcurl does not do a complete ASCII eersion when doing ASCII transferver FTP. This is a
known limitation/flav that nobody has rectified. libcurl simply sets the mode to ASCII and per
forms a standard transfer.

CURLOPT_PROXY_TRANSFER_MODE
Pass a long. If thealue is set to 1 (one), it tells libcurl to set the transfer mode (binary or ASCII)
for FTP transfers done via a HTTP proky gpending ;type=a or ;type=i to the URL.ithbut
this setting, or it being set to 0 (zero, theaddt), CURLOPT_TRANSFERTEXTas no déct
when doing FTP via a proxBewae that not all proxies support this feature. (Added in 7.18.0)

CURLOPT_CRLF
Pass a long. If the value is set to 1 (one), libcurlveots Unix nevlines to CRLF newlines on
transfers. Disable this option again by setting the value to O (zero).

CURLOPT_RANGE
Pass a char * as parametahich should contain the specified range you want. It should be in the
format "X-Y", where X or Y may be left out. HTTP transfers also suppegrakintervals, sepa-
rated with commas as iX-Y,N-M". Using this kind of multiple intervals will cause the HTTP
sener to send the response document in pieces (using standard MIME separation techmigues). F
RTSR the formatting of a range should foldRFC2326 Section 12.290F RTSRE byte ranges are
not permitted. Instead, ranges should beagin npt, utc, or smpte formats.

Pass a NULL to this option to disable the use of ranges.

Ranges work on HTTHTP, FILE (since 7.18.0), and RTSP (since 7.20.0) transfers only.

CURLOPT_RESUME_FROM
Pass a long as parametdr contains the offset in number of bytes that you want the transfer to
start from. Set this option to 0 to nete transfer start from the beginningféetively disabling
resume). For FT,Ret this option to -1 to makihe transfer start from the end of the target file (use-
ful to continue an interrupted upload).
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When doing uploads with FTEe resume position is where in the local/source file libcurl should
try to resume the upload from and it will then append the source file to the remote target file.

CURLOPT_RESUME_FROM_LARGE

Pass a curl_off_t as parametércontains the offset in number of bytes that yantthe transfer
to start from. (Added in 7.11.0)

CURLOPT_CUSTOMREQUEST

Pass a pointer to a zero terminated string as parantietan be used to specify the request instead

of GET or HEAD when performing HTTP based requests, instead of LIST and NLST when per
forming FTP directory listings and instead of LIST and RETR when issuing POP3 based com-
mands. This is particularly useful, fokample, for performing a HTTP DELETE request or a
POP3 DELE command.

Please dom’perform this at will, on HTTP based requests, by making sure your server supports
the command you are sending first.

When you change the request method by se@biRLOPT_CUSTOMREQUEST to some-
thing, you dort actually change ha libcurl beh&es or ats in rgards to the particular request
method, it will only change the actual string sent in the request.

For example:

With the HTTP protocol when you tell libcurl to do a HEAD request, but then specify a GET
though a custom request libcurl will still act as if it sent a HEA®sAitch to a proper HEAD use
CURLOPT_NOBODyto switch to a proper POST useURLOPT_POSDr CURLOPT_POST-
FIELDSand to switch to a proper GET use CURLOPT_HTTPGET.

With the POP3 protocol when you tell libcurl to use a custom request it widéka a LUST or
RETR command was sent where it expects data to be returned by tae Asrauch CUR-
LOPT_NOBODY¥should be used when specifying commands such as DELE and NOO@rfor e
ple.

Restore to the internal default by setting this to NULL.

Many people hae wongly used this option to replace the entire request with their imcluding
multiple headers and POST contents. While that might work iry weses, it will cause libcurl to
send ivalid requests and it could possibly confuse the remote server. bs@iCURLOPT_POST
and CURLOPT_POSTFIELD® set POST data. US2URLOPT_HTTPHEADERoD replace or
extend the set of headers sent by libcurl. G&#RLOPT_HTTP_VERSION change HTTP er-
sion.

(Support for POP3 added in 7.26.0)

CURLOPT_FILETIME

Pass a long. If it is 1, libcurl will attempt to get the modification date of the remote document in
this operation. This requires that the remote exesends the time or replies to a time querying
command. Theurl_easy_getinfo(3junction with theCURLINFO_FILETIMEamgument can be
used after a transfer to extract the reggtime (if any).

CURLOPT_NOBODY

libcurl 7.20.0

A parameter set to 1 tells the library to not include the body-part in the output. This is only rele-
vant for protocols that he sparate header and body parts. On HTTP(Skserthis will mak
libcurl do a HEAD request.

To change request to GEYou should us€ URLOPT_HTTPGETChange request to POST with
CURLOPT_POSTtc.
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CURLOPT_INFILESIZE

When uploading a file to a remote site, this option should be used to tell libcurl whepéoted
size of the infile is. This value should be passed as a long. Se«CdRbOPT_INFILE-
SIZE_LARGE

For uploading using SGPRhis option ofCURLOPT_INFILESIZE_LARGIE mandatory.

When sending emails using SMTRis command can be used to specify the optional SIZE param-
eter for the MAIL FROM command. (Added in 7.23.0)

This option does not limit e much data libcurl will actually send, as that is controlled entirely
by what the read callback returns.

CURLOPT_INFILESIZE_LARGE

When uploading a file to a remote site, this option should be used to tell libcurl whepéoted
size of the infile is. This value should be passed as a curl_off_t. (Added in 7.11.0)

For uploading using SGPRhis option ofCURLOPT _INFILESIZEs mandatory.

This option does not limit e much data libcurl will actually send, as that is controlled entirely
by what the read callback returns.

CURLOPT_UPLOAD

A parameter set to 1 tells the library to prepare for an upload CUHRLOPT_READBTA and
CURLOPT_INFILESIZEor CURLOPT_INFILESIZE_LARGHBptions are also interesting for
uploads. If the protocol is HTTRploading means using the PUT request unless you tell libcurl
otherwise.

Using PUT with HTTP 1.1 implies the use of a "Expect: 100-continue" heX@er can disable
this header wittCURLOPT_HTTPHEADERS usual.

If you use PUT to a HTTP 1.1 seryyou can upload data without knowing the size before start-
ing the transfer if you use chunked encodingu ¥nable this by adding a headek |idransfer-
Encoding: chunked" witltCURLOPT_HTTPHEADERWith HTTP 1.0 or without chunked trans-
fer, you must specify the size.

CURLOPT_MAXFILESIZE

Pass a long as paramet&his allovs you to specify the maximum size (in bytes) of a file tordo
load. If the file requested is larger than thadue, the transfer will not start and CURLE_FILE-
SIZE_EXCEEDED will be returned.

The file size is not alays known prior to denload, and for such files this option has nieef
evan if the file transfer ends up beingdar than this gien limit. This concerns both FTP and
HTTP transfers.

CURLOPT_MAXFILESIZE_LARGE

Pass a curl_off _t as paramet@his allovs you to specify the maximum size (in bytes) of a file to
download. If the file requested is larger than this value, the transfer will not start and
CURLE_FILESIZE_EXCEEDER®ill be returned. (Added in 7.11.0)

The file size is not alays known prior to denload, and for such files this option has nieef
evan if the file transfer ends up beingdar than this gien limit. This concerns both FTP and
HTTP transfers.

CURLOPT_TIMECONDITION

libcurl 7.20.0

Pass a long as paramet&his defines ha the CURLOPT_TIMEVALUEime value is treated.ot
can set this parameter to CURL_TIMECOND_ IFMODSINCE or
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CURL_TIMECOND_IFUNMODSINCHhis feature applies to HTTPTP, RTSR and FILE.

The last modification time of a file is notalys knavn and in such instances this feature willda

no effect gen if the given time condition would not hee keen metcurl_easy_getinfo(3yith the
CURLINFO_CONDITION_UNME®Bption can be used after a transfer to learn if a zero-byte suc-
cessful "transfer" was due to this condition not matching.

CURLOPT_TIMEVALUE
Pass a long as paramet&his should be the time in seconds since 1 Jan 1970, and the time will be
used in a condition as specified WEWRLOPT_TIMECONDITION

CONNECTION OPTIONS
CURLOPT_TIMEOUT
Pass a long as parameter containing the maximum time in seconds that yothalldcurl trans-
fer operation to ta& Normally name lookups can taka onsiderable time and limiting operations
to less than a fe minutes risk aborting perfectly normal operations. This option will cause curl to
use the SIGALRM to enable time-outing system calls.

In unix-like g/stems, this might cause signals to be used u@lIg§d. OPT_NOSIGNAIs set.

Default timeout is 0 (zero) which means ivaetimes out.

CURLOPT_TIMEOUT_MS
Like CURLOPT_TIMEOUTbut takes number of milliseconds instead. If libcurl iglbto use the
standard system name resaj\that portion of the transfer will still use full-second resolution for
timeouts with a minimum timeout allowed of one second. (Added in 7.16.2)

CURLOPT_LOW_SPEED_LIMIT
Pass a long as parametéircontains the transfer speed in bytes per second that the transfer should
be belov during CURLOPT_LOW_SPEED_TIM&econds for the library to consider it toovslo
and abort.

CURLOPT_LOW_SPEED_TIME
Pass a long as parametdr contains the time in seconds that the transfer should bev ik
CURLOPT_LOW_SPEED_LIMIfbr the library to consider it too sioand abort.

CURLOPT_MAX_SEND_SPEED_LARGE
Pass a curl_off_t as parametdf an uypload eceeds this speed (counted in bytes per second) on
cumulative average during the transfethe transfer will pause to keep thesi@ge rate less than or
equal to the parametealue. Deéults to unlimited speed. (Added in 7.15.5)

CURLOPT_MAX_RECV_SPEED_LARGE
Pass a curl_df t as parameterlf a download exceeds this speed (counted in bytes per second) on
cumulatve average during the transfethe transfer will pause to keep thesi@ge rate less than or
equal to the parameter value. Defaults to unlimited speed. (Added in 7.15.5)

CURLOPT_MAXCONNECTS
Pass a long. The set number will be the persistent connection cache size. The set amount will be
the maximum amount of simultaneously open connections that libcurl may cache in this easy han-
dle. Default is 5, and there ismhuch point in changing this value unless you are perfeetlyea
of how this works and changes libcuwlbehaviour This concerns connections usingyaf the
protocols that support persistent connections.

When reaching the maximum limit, curl closes the oldest one in the caches¢ntpnereasing
the number of open connections.

If you already hee performed transfers with this curl handle, setting a smaller MAXCONNECTS
than before may cause open connections to get closed unnecessarily.
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If you add this easy handle to a multi handle, this setting is not acknowledged, and you must
instead useurl_multi_setopt(3and theCURLMOPT_MAXCONNECT&ption.

CURLOPT_CLOSEPOLICY
(Obsolete) This option does nothing.

CURLOPT_FRESH_CONNECT
Pass a long. Set to 1 to makhe next transfer use awéfresh) connection by force. If the connec-
tion cache is full before this connection, one of tkisteng connections will be closed as accord-
ing to the selected or default pglicThis option should be used with caution and only if you
understand what it does. Set this to 0 twehfbcurl attempt re-using an existing connection
(default behavior).

CURLOPT_FORBID_REUSE
Pass a long. Set to 1 to makhe next transfer explicitly close the connection when done. Nor
mally, libcurl keeps all connections & when done with one transfer in case a succeeding one
follows that can re-use thenthis option should be used with caution and only if you understand
what it does. Set to O to Velibcurl keep the connection open for possible later re-useultief
behavior).

CURLOPT_CONNECTTIMEOUT
Pass a long. It should contain the maximum time in seconds that yau thkkoconnection to the
sener to talke. Thisonly limits the connection phase, once it has connected, this option is of no
more use. Set to zero to switch to the defauiltdn connection timeout - 300 seconds. See also
the CURLOPT_TIMEOUToption.

In unix-like g/stems, this might cause signals to be used u@lig§d. OPT_NOSIGNAIs set.

CURLOPT_CONNECTTIMEOUT_MS
Like CURLOPT_CONNECTTIMEOUDU takes the number of milliseconds instead. If libcurl is
built to use the standard system name resptiaat portion of the connect will still use full-second
resolution for timeouts with a minimum timeout allowed of one second. (Added in 7.16.2)

CURLOPT_IPRESOLVE
Allows an application to select what kind of IP addresses to use when resolving host names. This
is only interesting when using host names that resaldresses using more than one version of
IP. The allowed values are:

CURL_IPRESOLVE_WHATEVER
Default, resolves addresses to all IP versions that your system allows.

CURL_IPRESOLVE_V4
Resole to IPv4 addresses.

CURL_IPRESOLVE_V6
Resole to IPv6 addresses.

CURLOPT_CONNECT_ONLY
Pass a long. If the parameter equals 1, it tells the library to perform all the required proxy authenti-
cation and connection setup, but no data trandfleis option is useful only on HTTP URLSs.

This option is useful with th€URLINFO_LASTSOCKE®ption to curl_easy_getinfo(3)The
library can set up the connection and then the application can obtain the most recently wted sock
for special data transfers. (Added in 7.15.2)

CURLOPT_USE_SSL
Pass a long using one of the values from belim make libcurl use your desiredve of SSL for
the transfer(Added in 7.11.0)

This is for enabling SSL/TLS when you use FSRTP, POP3, IMAP etc.
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(This option was kneon as CURLOPT_FTP_SSL up to 7.16.4, and the constants were known as
CURLFTPSSL_%*)

CURLUSESSL_NONE
Don't attempt to use SSL.

CURLUSESSL_TRY
Try using SSL, proceed as normal otherwise.

CURLUSESSL_CONTROL
Require SSL for the control connection or fail W\ebRLE_USE_SSL_FAILED

CURLUSESSL_ALL
Require SSL for all communication or fail wi@URLE_USE_SSL_FAILED

CURLOPT_RESOLVE
Pass a pointer to a lirdd list of strings with host name reseimformation to use for requests with
this handle. The linkd list should be a fully valid list afruct curl_slist structs properly filled in.
Usecurl_slist_append(3fo create the list anclrl_slist_free_all(3Yo clean up an entire list.

Each single name reseldring should be written using the format HOBORI:ADDRESS
where HOST is the name libcurl will try to resolve, PGRthe port number of the service where
libcurl wants to connect to the HOST and ADDRESS is the numerical IP address. If libauiitl is b
to support IPv6, ADDRESS can of course be either IPv4 or IPv6 style addressing.

This option eflectively pre-populates the DNS cache with entries for the host+port pair so redirects
and eerything that operations against the HOST+HORIll instead use your praded
ADDRESS.

You can remee rames from the DNS cache again, to stop providing thalee résolhes, by
including a string in the lirkd list that uses the format "-HOFDRI". The host name must be
prefixed with a dash, and the host nhame and port humber xatyematch what was already
added previously.

(Added in 7.21.3)

CURLOPT_DNS_SERVERS
Set the list of DNS servers to be used instead of the systamltdefheformat of the dns seevs
option is:

host[:port][,host[:port]]...
For example:
192.168.1.100,192.168.1.101,3.4.5.6

This option requires that libcurl was built with a resolver backend that supports this operation. The
c-ares backend is the only such one.

(Added in 7.24.0)

CURLOPT_ACCEPTTIMEOUT_MS
Pass a long telling libcurl the maximum number of milliseconds to wait for a server to connect
back to libcurl when an agt FTP connection is used. If no timeout is set, the internaultedf
60000 will be used. (Added in 7.24.0)

SSL and SECURITY OPTIONS
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CURLOPT_SSLCERT
Pass a pointer to a zero terminated string as paranidterstring should be the file name of your
certificate. The default format is "PEM" and can be changed@RLOPT_SSLCERTTYPE

With NSS this can also be the nickname of the certificate you wish to authenticate with. If you
want to use a file from the current directoplease precede it with "./* prefix, in order teoml
confusion with a nickname.

CURLOPT_SSLCERTTYPE
Pass a pointer to a zero terminated string as paranmiéterstring should be the format of your-cer
tificate. Supported formats are "PEM" and "DER". (Added in 7.9.3)

CURLOPT_SSLKEY
Pass a pointer to a zero terminated string as paraniédterstring should be the file name of your
private key. The default format is "PEM" and can be changed @ittRLOPT_SSLKEYTYPE

CURLOPT_SSLKEYTYPE
Pass a pointer to a zero terminated string as paraniéterstring should be the format of your pri-
vate key. Supported formats are "PEM", "DER" and "ENG".

The format "ENG" enables you to load thevpie key from a crypto engine. In this caStJR-
LOPT_SSLKEYs used as an identifier passed to the engine. Ywe baset the crypto engine
with CURLOPT_SSLENGINE'DER" format ley file currently does not work because of a bug in
OpenSSL.

CURLOPT_KEYPASSWD
Pass a pointer to a zero terminated string as parantietetl be used as the password required to
use theCURLOPT_SSLKEYr CURLOPT_SSH_PRATE_KEYFILE private key. You never
needed a pass phrase to load a certificate but you need one to loadwabe kgyi

(This option was known as CURLOPT_SSLKEYPASSWD up to 7.16.4 and CUR-
LOPT_SSLCERTPASSWD up to 7.9.2)

CURLOPT_SSLENGINE
Pass a pointer to a zero terminated string as paranietsill be used as the identifier for the
crypto engine you want to use for younvate key.

If the crypto device cannot be load€)JRLE_SSL_ENGINE_NOTFOUNS®returned.

CURLOPT_SSLENGINE_DEAULT
Sets the actual crypto engine as the default for (asymmetric) crypto operations.

If the crypto device cannot be s€LJRLE_SSL_ENGINE_SETFAILE®returned.

Even though this option doesmeed ag parameterin some configurationgurl_easy_setopt
might be defined as a macro takingetly three arguments. Therefores Ecommended to pass 1
as parameter to this option.

CURLOPT_SSLVERSION
Pass a long as parameter to control what version of SSL/TLS to attempt to usevailfigiea
options are:

CURL_SSLVERSION_DERULT
The defult action. This will attempt to figure out the remote SSL protocol version, i.e.
either SSLv3 or TLSv1 (but not SSLv2, which became disabled by default with 7.18.1).

CURL_SSLVERSION_TLSv1
Force TLSv1

libcurl 7.20.0 1 Jan 2010 36



curl_easy_setopt(3) libcurl Manual curl_easy_setopt(3)

CURL_SSLVERSION_SSLv2
Force SSLv2

CURL_SSLVERSION_SSLv3
Force SSLv3

CURLOPT_SSL_VERIFYPEER

Pass a long as paramet8y default, curl assumes a value of 1.

This option determines whether curl verifies the authenticity of thespeetificate. A value of 1
means curl verifies; 0 (zero) means it doesn't.

When negotiating a SSL connection, the sesends a certificate indicating its identiGurl veri-

fies whether the certificate is authentic, i.e. that you can trust that tlee isewho the certificate
says it is. This trust is based on a chain of digital signatures, rooted in certification authority (CA)
certificates you supplycurl uses a default bundle of CA certificates (the path for that is-deter
mined at hild time) and you can specify alternate certificates with GkERLOPT_CAINFO
option or theCURLOPT_CARTH option.

When CURLOPT_SSL_VERIFYPEE®&nonzero, and the verification fails to peohat the cer
tificate is authentic, the connectical§. Whenthe option is zero, the peer certificatrification
succeeds gardless.

Authenticating the certificate is not by itself very usefbu typically want to ensure that the
server as athentically identified by its certificate, is the server you mean to be talkings®e.
CURLOPT_SSL_VERIFYHOSd control that. The check that the host name in the certificate is
valid for the host name yor€ connecting to is done independently of @®¢RLOPT_SSL_VERI-
FYPEERoption.

CURLOPT_CAINFO

Pass a char * to a zero terminated string naming a file holding one or more certificaggy/tthe
peer with. This makes sense only when used in combination withClHRLOPT_SSL_VERI-
FYPEERoption. If CURLOPT_SSL_VERIFYPEER zero, CURLOPT_CAINFOneed not gen
indicate an accessible file.

This option is by defult set to the system path where libcudacert bundle is assumed to be
stored, as established at build time.

When built against NSS, this is the directory that the NSS certificate database resides in.

CURLOPT_ISSUERCERT
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Pass a char * to a zero terminated string naming a file holding a CA certificate in PEM format. If
the option is set, an additional checlaimgt the peer certificate is performed to verify the issuer is
indeed the one associated with the certificatgigea by the option. This additional check is use-

ful in multi-level PKI where one needs to enforce that the peer certificate is from a specific branch
of the tree.

This option makes sense only when used in combination witBtHeLOPT_SSL_VERIFYPEER
option. Otherwise, the result of the check is not considered as failure.

A specific error code (CURLE_SSL_ISSUER_ERROR) is defined with the option, which is
returned if the setup of the SSL/TLS session h#sd due to a mismatch with the issuer of peer
certificate CURLOPT_SSL_VERIFYPEHBRS to be set too for the check il)f (Added in
7.19.0)

1 Jan 2010 37



curl_easy_setopt(3) libcurl Manual curl_easy_setopt(3)

CURLOPT_CARTH
Pass a char * to a zero terminated string naming a directory holding multiple CA certificates to
verify the peer with. If libcurl is built aginst OpenSSL, the certificate directory must be prepared
using the openssl c_rehash utilitfhis makes sense only when used in combination with the
CURLOPT_SSL_VERIFYPEERption. If CURLOPT_SSL_VERIFYPEERs zero, CUR-
LOPT_CARTH need not een indicate an accessible patiihe CURLOPT_CARTH function
apparently does not work inidlows due to some limitation in openssl. This option is OpenSSL-
specific and does nothing if libcurl isiili to use GnuTLS. NSS-powered libcurl provides the
option only for backward compatibility.

CURLOPT_CRLFILE
Pass a char * to a zero terminated string naming a file with the concatenation of CRL (in PEM for
mat) to use in the certificate validation that occurs during the SSL exchange.

When curl is built to use NSS or GnuTLS, there is @y w0 influence the use of CRL passed to
help in the \verification process. When libcurl is built with OpenSSL support,
X509 V_FLAG _CRL_CHECK and X509 V_FLAG_CRL_CHECK_ALL are both set, requiring
CRL check against all the elements of the certificate chain if a CRL file is passed.

This option maks sense only when used in combination withGhERLOPT_SSL_VERIFYPEER
option.

A specific error code (CURLE_SSL_CRL_BADFILE) is defined with the option. It is returned
when the SSL exchange fails because the CRL file cannot be loadadure in certificate erifi-
cation due to a w@cation information found in the CRL does not trigger this specific .error
(Added in 7.19.0)

CURLOPT_SSL_VERIFYHOST
Pass a long as parameter.

This option determines whether libcurl verifies that the server cert is for the server it is known as.
When negotiating a SSL connection, the server sends a certificate indicating its identity.

When CURLOPT_SSL_VERIFYHOSY 2, that certificate must indicate that the server is the
server to which you meant to connect, or the connection fails.

Curl considers the server the intended one when the Common Name field or a Subject Alternate
Name field in the certificate matches the host name in the URL to which you told Curl to connect.

When the walue is 1, libcurl will return a failure. It was previously (in 7.28.0 and earlier) agdeb
option of some sorts,ub it is no longer supported due to frequently leading to programmer mis-
takes.

When the value is 0, the connection succeegizdiess of the names in the certificate.

The default value for this option is 2.

This option controls checking the ser'g certificates daimed identity The server could be lying.

To control lying, seeCURLOPT_SSL_VERIFYPEER libcurl is hiilt against NSS an€UR-
LOPT_SSL_VERIFYPEERzero,CURLOPT_SSL_VERIFYHO®Tignored.

CURLOPT_CERTINFO
Pass a long set to 1 to enable libcsirertificate chain info gtherer With this enabled, libcurl (if
built with OpenSSL) will atract lots of information and data about the certificates in the
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certificate chain used in the SSL connection. This data is then possiblkeaitt after a transfer
usingcurl_easy_getinfo(3And its optiorCURLINFO_CERTINFO(Added in 7.19.1)

CURLOPT_RANDOM_FILE
Pass a char * to a zero terminated file name. The file will be used to read from to seed the random
engine for SSL. The more random the specified file is, the more secure the SSL connection will
become.

CURLOPT_EGDSOCKET
Pass a char * to the zero terminated path name to the Bri@ajnering Daemon soek It will be
used to seed the random engine for SSL.

CURLOPT_SSL_CIPHER_LIST
Pass a char *, pointing to a zero terminated string holding the list of ciphers to use for the SSL
connection. The list must be syntactically correct, it consists of one or more cipher strings sepa-
rated by colons. Commas or spaces are also acceptable separatoters are normally used, !,
- and + can be used as operators.

For OpenSSL and GnuTLS valid examples of cipher lists include 'RC4-SIAA1+DES’,
'TLSv1’ and 'DEFAULT’. The default list is normally set when you compile OpenSSL.

You'll find more details about cipher lists on this URL:
http://www.openssl.org/docs/apps/ciphers.html

For NSS, valid examples of cipher lists includsa’_rc4_128 md5’, ‘rsa_aes_128_sha’, etth W
NSS you dort’add/remare dphers. If one uses this option then all \mociphers are disabled and
only those passed in are enabled.

You'll find more details about the NSS cipher lists on this URittp://git.fedora-
hosted.org/cgit/mod_nss.git/plain/docs/mod_nss.html#Directives

CURLOPT_SSL_SESSIONID_CACHE
Pass a long set to O to disable libcanlse of SSL session-ID caching. Set this to 1 to enable it. By
default all transfers are done using the cache. While nothiergseould get hurt by attempting to
reuse SSL session-IDs, there seem to be broken SSL implementations in the wild that may require
you to disable this in order for you to succeed. (Added in 7.16.0)

CURLOPT_SSL_OPTIONS
Pass a long with a bitmask to tell libcurl about specific SSL behaviors.

CURLSSLOPT_ALLQW_BEAST is the only supported bit and by setting this the user will tell
libcurl to not attempt to use pmvorkarounds for a security flain the SSL3 and TLS1.0 proto-
cols. If this option isnt used or this bit is set to 0, the SSL layer libcurl uses may usarla w
around for this fla although it might cause interoperability problems with some (older) SSL
implementations. WARNING:widing this work-around loosens the secyréyd by setting this
option to 1 you ask for exactly that. (Added in 7.25.0)

CURLOPT_KRBLEVEL
Pass a char * as paramet&et the kerberos securityvig for FTP; this also enablestberos
awaeness. Thiss a string, 'clear’, 'safe’, 'confidential’ or 'préte’. If the string is set but doesn’
match one of these, 'pate’ will be used. Set the string to NULL to disabkerlkeros support for
FTP.

(This option was known as CURLOPT_KRB4LEVEL up to 7.16.3)

CURLOPT_GSSAPI_DELEGATION
Set the parameter to CURLGSSAPI_DELEG®BN_FLAG to dlow unconditional GSSAPI cre-
dential delgétion. The deleggation is disabled by dafilt since 7.21.7. Set the parameter to
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CURLGSSAPI_DELEGATION_POLICY_FL& to celegae only if the OK-AS-DELEGATE flag
is set in the service ticket in case this feature is supported by the GSSAPI implementation and the
definition of GSS_C_DELEG_POLICY_Fl@was &ailable at compile-time. (Added in 7.22.0)

SSH OPTIONS
CURLOPT_SSH_AUTH_TYPES

Pass a long set to a bitmask consisting of one or more of CURLSSHHAPUBLICKEY,
CURLSSH_AUTH_PASSWRD, CURLSSH_AJITH_HOST CURLSSH_AUTH_KEYBOARD
and CURLSSH_RATH_AGENT. Set CURLSSH_AUTH_ANY to let libcurl pick a suitable one.
Currently  CURLSSH_AUTH_HOST has no effect. (Added in 7.16.1) If
CURLSSH_AUTH_AGENT is used, libcurl attempts to connect to ssh-agent or pageant and let
the agent attempt the authentication. (Added in 7.28.0)

CURLOPT_SSH_HOST_PUBLIC_KEY_MD5
Pass a char * pointing to a string containing 32 hexadecimal digits. The string should be the 128
bit MD5 checksum of the remote haspublic key, and libcurl will reject the connection to the
host unless the md5sums match. This option is only for SCP and SFTP transfers. (Added in
7.17.1)

CURLOPT_SSH_PUBLIC_KEYFILE
Pass a char * pointing to a file name for your publieykif not used, libcurl defults to
$HOME/.ssh/id_dsa.pubif the HOME environment variable is set, and just "id_dsa.pub” in the
current directory if HOME is not set. (Added in 7.16.1) If an empty string is passed, libcurl will
pass no publicéy © libssh2 which then tries to compute it from thevgig key, this is known to
work when libssh2 1.4.0+ is linked against OpenSSL. (Added in 7.26.0)

CURLOPT_SSH_PRINTE_KEYFILE
Pass a char * pointing to a file name for yourvpre key. If not used, libcurl defaults to
$HOME/.ssh/id_dsaif the HOME environment variable is set, and just "id_dsa" in the current
directory if HOME is not set. If the file is passm-protected, set the password wWiEluR-
LOPT_KEYPASSWMAdded in 7.16.1)

CURLOPT_SSH_KNOWNHOSTS
Pass a pointer to a zero terminated string holding the file name of the known_host file Theise.
known_hosts file should use the OpenSSH file format as supported by libssh2. If this file is speci-
fied, libcurl will only accept connections with hosts that are known and present in that file, with a
matching public ky. Use CURLOPT_SSH_KEYFUNCTION alter the defult behavior on host
and ley (mis)matching. (Added in 7.19.6)

CURLOPT_SSH_KEYFUNCTION
Pass a pointer to a curl_sdhjcallback function. It gets called when the known_host matching has
been done, to alethe application to act and decide for libcurlhim proceed. The callback will
only be called ICURLOPT_SSH_KNOWNHOSiBSlso set.

The curl_ssh&ycallback function gets passed the CURL handle, theftom the knavn_hosts

file, the ley from the remote site, info from libcurl on the matching status and a custom pointer
(set withCURLOPT_SSH_KEYAYA). It MUST return one of the following return codes to tell
libcurl how to act:

CURLKHSTAT_FINE_ADD_TO_FILE
The host+ky is accepted and libcurl will append it to the kwo_hosts file before contin-
uing with the connection. This will also add the hosttkombo to the knen_host pool
kept in memory if it vasnt aready present there. The adding of data to the file is done by
completely replacing the file with awecopy, 0 the permissions of the file must allo
this.

CURLKHSTAT_FINE
The host+ky is accepted libcurl will continue with the connection. This will also add the
host+ley mmbo to the known_host pookft in memory if it vasnt aready present
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there.

CURLKHSTAT_REJECT
The host+ky is rejected. libcurl will dep the connection to continue and it will be
closed.

CURLKHSTAT_DEFER
The host+ky is rejected, bt the SSH connection is asked to be kepealiThis feature
could be used when the app wants to somvaleturn back and act on the hostylstua-
tion and then retry without needing theexhead of setting it up from scratch again.
(Added in 7.19.6)

CURLOPT_SSH_KEYBTA
Pass a void * as parameterhis pointer will be passed alongrbatim to the callback set with
CURLOPT_SSH_KEYFUNCTIOKAdded in 7.19.6)

OTHER OPTIONS
CURLOPT_PRIMTE
Pass a void * as parametemointing to data that should be associated with this curl haridie.
pointer can subsequently be retde using curl_easy_getinfo(3)vith the CURLINFO_PRI¥TE
option. libcurl itself does nothing with this data. (Added in 7.10.3)

CURLOPT_SHARE
Pass a share handle as a paramétee share handle mustugakeen created by a previous call to
curl_share_init(3) Setting this option, will ma& this curl handle use the data from the shared han-
dle instead of &eping the data to itself. This enableges& curl handles to share data. If the curl
handles are used simultaneously in multiple threadsMdST use the locking methods in the
share handle. Sesirl_share_setopt(3pr details.

If you add a share that is set to share cookies, your easy handle will use that cookie cache and get
the cookie engine enabled. If you unshare an object thatusing cookies (or change to another
object that doeshshare cookies), the easy handle will get its cookie engine disabled.

Data that the share object is not set to share will be dealt with the wsgyaswf no iare vas
used.

CURLOPT_NEW_FILE_PERMS
Pass a long as a parametesntaining the value of the permissions that will be assignedvity ne
created files on the remote servThe default alue is0644 but ary valid value can be used.he
only protocols that can use this afep://, scp:// andfile://. (Added in 7.16.4)

CURLOPT_NEW_DIRECTORY_PERMS
Pass a long as a parametesntaining the value of the permissions that will be assignedvity ne
created directories on the remote servihe default value i9755 but ary valid value can be
used. Thenly protocols that can use this afp://, scp://, andfile://. (Added in 7.16.4)

TELNET OPTIONS
CURLOPT_TELNETOPTIONS
Provide a pointer to a curl_slist with variables to pass to the telrggitindons. The ariables
should be in the format <option=value>. libcurl supports the options 'TTYPE’, 'XDISPLOC’ and
'NEW_ENV’. See the TELNET standard for details.

RETURN VALUE
CURLE_OK (zero) means that the option was set propey-zero means an error occurred as
<curl/curl.h> defines. See tH@curl-errors(3) man page for the full list with descriptions.

If you try to set an option that libcurl doeshhow about, perhaps because the library is too old to support
it or the option was renved in a recent version, this function will retu@URLE_FAILED _INIT
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SEE ALSO
curl_easy_init(3), curl_easy_cleanug3), curl_easy_resef3)

libcurl 7.20.0 1 Jan 2010 42



